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Abstract- In the network environment most of the time there
could be more chances of attacks. That means most of the time it
does not guarantee about the packets can be easily transfer over
the

network.

It

affects

network

performance

degrade.

To

overcome the above problem of network traffic and performance
implementing a Packet Hiding Scheme that can be securely sent
packets over the network. While eavesdropping and message
injection

can

be

prevented

using

cryptographic

methods,

jamming attacks are much harder to counter. They have been
shown to actualize severe Denial-of-Service (DoS) attacks against
networks.

In the simplest form of jamming, the adversary

interferes with the reception of messages by transmitting a
continuous jamming signal or several short jamming pulses.
Typically, jamming attacks have been considered under an
external threat model, in which the jammer is not part of the
network. In this paper we are developing and survey on the three
schemes

that

combining
analyze

prevent

real

Cryptographic

the

security

of

-

time

Puzzles,
our

packet
SHCS,

methods

classification
and

and

AONT.

evaluate

by
We

their

computational and system overhead.

Index Terms- Cryptographic Puzzles, SHCS, AONT-HS.

I.

INTRODUCTION

Wired Local Area Networks (WLANs) are becoming an
increasingly important technology that is bringing the world
closer together. WLANs are used in every area, such as
education, agriculture, pharmaceuticals, manufacturing,
transportation, military, and research. Therefore, the
importance of WLAN security is significant. There are two
popular styles of WLANs: client-server networks and ad-hoc
networks. The difference between these two networks is that
client-server networks use access points or routers to transmit
data, but ad-hoc networks do not rely on any pre-existing
transmitters. Instead, all the nodes in an ad-hoc network
participate in the routing process by forwarding messages to
each other. According to The Institute of Electrical and
Electronics Engineers (IEEE) 802.llg standards (IEEE Org.,
2012), [1] [2]all wireless network nodes transmit data packets
in different channels. Since channels in WLANs are defined
by frequencies, they are susceptible to malicious jamming
attacks. It is easy for attackers to accomplish sending

multitudes of useless packets in a specific frequency. Jamming
attacks attempt to make the system crash by flooding it with
useless traffic, and use all the resources in the network so
users in the network cannot connect to the system. It is
consistently used by hackers to break network systems,
because of ease and security issues. In this thesis, client-server
networks and ad-hoc networks were simulated by using the
simulation tool OPNET Modeler [3] [4] [5] [6](OPNET
Technologies, Inc., 2012). During the simulation, factors that
may influence the result of the simulation were taken into
consideration such as the distance, power level, and protocols
used in ad-hoc networks.
The open nature of the wireless medium leaves it vulnerable to
intentional interference attacks, typically referred to as
jamming. This intentional interference with wireless
transmissions can be used as a launch pad for mounting
Denial-of-Service attacks on wireless networks. Typically,
jamming has been addressed under an external threat model.
However, adversaries with internal knowledge of protocol
specifications and network secrets can launch low-effort
jamming attacks that are difficult to detect and counter. In this
work, we address the problem of selective jamming attacks in
wireless networks. In these attacks, the adversary is active
only for a short period of time, selectively targeting messages
of high importance. We illustrate the advantages of selective
jamming in terms of network performance degradation and
adversary effort by presenting two case studies; a selective
attack on TCP and one on routing. We show that selective
jamming attacks can be launched by performing real-time
packet classification at the physical layer. To mitigate these
attacks, we develop three schemes that prevent real-time
packet classification by combining cryptographic primitives
with physical-layer attributes. We analyze the security of our
methods and evaluate their computational and communication
overhead.
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11. LITERATURE REVIEW

A. Review Stage
Wireless networks are being deployed in a variety of forms
[1], ranging from ad hoc networks to wireless LANs to sensor
networks. The shared nature of the wireless medium wills al
low adversaries to pose non-cryptographic security threats by
conducting
radio
interference
attacks.
Therefore,
understanding the nature of jamming attacks is critical to
assuring the operation of wireless networks. This paper has.
sought to focus on both sides of the issue by presenting four
different jammer attack models that may be employed against
a wireless network, as well as exploring techniques for
detecting the presence of a jamming attack. Studied the
effectiveness of our four jammer strategies by constructing
prototypes using the [7] MICA2 Mote platform and measuring
how each of the jammers fared in terms of their effect on the
packet send ratio and packet delivery ratio. Studied the issue
of detecting the presence of jamming attacks, and examined
the ability of different measurement statistics to classify the
presence of a jammer. Showed that by using signal strength,
carrier sensing time, or the packet delivery ratio individually,
one is not able to definitively conclude the presence of a
jammer. Therefore, to improve detection, introduced the
notion of consistency checking, where the packet delivery
ratio is used to classify a radio link as having poor utility, and
then a consistency check is performed to classify whether poor
link quality is due to jamming. Introduced two enhanced
detection algorithms: one employing signal strength as a
consistency check, and one employing location information as
a consistency check. Evaluated the effectiveness of each
scheme through empirical experiments and showed that each
of the four jammer models introduced can be reliably
classified using our consistency checking schemes.
In [2] Described some new ideas for a practical
implementation of DES and AES: adapted mask, modified S
Box, transformation Boolean mask / multiplicative mask. As
is seen from the timings of our implementations, these
countermeasures against SPA and DPA [7] can be
implemented in a smart-card environment where the memory
space is restricted and the processor speed is slow.
The problem of selective jamming attacks [3] [8] [9] in wireless
networks. Considered an internal adversary model in which
the jammer is part of the network under attack, thus being
aware of the protocol specifications and shared network
secrets. Showed that the jammer can classify transmitted
packets in real time by decoding the first few symbols of an
ongoing transmission. Evaluated the impact of selective
jamming attacks on network protocols such as [10] TCP and
routing. Findings show that a selective jammer can
significantly impact performance with very low effort.
Developed three schemes that transform a selective jammer to
a random one by preventing real-time packet classification.
Schemes combine cryptographic primitives such as
commitment schemes, cryptographic puzzles, and all-or-
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nothing transformations with physical-layer characteristics.
Analyzed the security of schemes and quantified their
computational and communication overhead.
Ill.

SYSTEM REQUIREMENT AND SOFTWARE DETAILS

In Selective Jamming attacks, the adversary selectively
targets specific packets of "high" importance by exploiting his
knowledge on the implementation details of network protocols
at various layers of the protocol stack. We illustrate the impact
of selective jamming on the network performance by
illustrating various selective attacks against the TCP protocol.
We show that such attacks can be launched by performing
real-time packet classification at the physical layer.

A. Eclpise
Built our business on offering multi-site service capabilities,
the highest hiring standards, employee-focused culture, a
strong safety record, historically low turnover, empowered on
site management, productivity improvements, compelling
pricing, superior technology, personal relationships, profit
sharing opportunities and fmancial strength. Operationally,
Eclipse is committed to providing effective communication,
responsiveness to our customers concerns, treating people
with respect and dignity while maintaining their self-esteem,
decreased unloading times, employee uniforms, safety focus,
and real time data tracking. Our compensation for our
employees is both competitive and productivity based.
B.

JAVA

1.6

By using Java, one program can be run on many different
platformsl. This means that you do not need to put your efforts
on developing a different version of software for each
platform. There are many programmers who can understand
and write code in Java, so that many people can participate in
developing an open source software. In many cases, a Java
virtual machine can prevent an incorrectly written application
program from causing problems to the rest of your computing
environment.
C.

MYSQL
It's easy to use: While a basic knowledge of SQL is
required-and most relational databases require the same
knowledge-MySQL is very easy to use. With only a few
simple SQL statements, you can build and interact with
MySQL.
It's secure: MySQL includes solid data security layers that
protect sensitive data from intruders. Rights can be set to
allow some or all privileges to individuals. Passwords are
encrypted.
It's inexpensive: MySQL is included for free with
NetWare® 6.5 and available by free download from
MySQL Web site.
It's fast: In the interest of speed, MySQL designers made
the decision to offer fewer features than other major
database competitors, such as Sybase* and Oracle*.
However, despite having fewer features than the other
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commercial database products, MySQL still offers all of
the features required by most database developers.
It's scalable: MySQL can handle almost any amount of
data, up to as much as 50 million rows or more. The
default file size limit is about 4 GB. However, you can
increase this number to a theoretical limit of 8 TB of data.
It manages memory very well: MySQL server has been
thoroughly tested to prevent memory leaks.
It supports Novell Cluster Services: MySQL on NetWare
runs effectively with Novell® Cluster Services™, letting
you add your database solution to a Novell cluster. If one
server goes down, MySQL on an alternate server takes
over and your customers won't know that anything
happened.
It runs on many operating systems: MySQL runs on many
operating systems, including Novell NetWare, Windows*
Linux*, many varieties of UNIX* (such as Sun* Solaris*,
AIX, and DEC* UNIX), OS/2, FreeBSD*, and others.
It supports several development interfaces: Development
interfaces include JDBC, ODBC, and scripting (PHP and
Pert), letting you create database solutions that run not
only in your NetWare 6.5 environment, but across all
major platforms, including Linux, UNIX, and Windows.

IV. PROPOSED SYSTEM

A. System Architecture
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and then save this image into the storage device. Then select
second button HCP i.e., hiding based on cryptographic
puzzles. In this scheme you have to calculate the difference of
two dates and this difference is a key to encrypt your image
which is output of SHC scheme this image is input of this
scheme. Then click on encrypt button and again your image is
encrypted and this image is store into the database of system.
Select this image as a input to the last scheme AONT-HS i.e.,
All or Nothing Transformation Based on Hiding Scheme. In
this scheme you have to generate the key and cipher-text with
the help of plain text this will help you to encrypt the image
again. Then click on encrypt button and your message is
finally strongly encrypted successfully. Send this image to the
destination and key as well.
On the client side the image is received into the c drive to
the temp folder. Open client and click on decrypt button. Then
you can see the browser button to select the encrypted image.
After selecting the image click on fIrst scheme i.e., All or
nothing transformation based on Hiding Scheme and your data
is decrypted and save into the database of client but if you open
this image this image is encrypted form. Then you have to
select this decrypted image and click on Hiding Based on
cryptographic Puzzle i.e., HCP button then your image is
decrypted and save to the database. but you're the message
cannot show at this stage. Because the last decrypt scheme is
remaining then again click on original data button and select
the image and click on decode button then you can see the
message box your decrypted message is showing successfully.
V. PROPOSED SYSTEM

A. Software implementation results
Encryption
login to the server with the server id and server IP address

•

� Login Form

Server Id

ladmin

Server IP Address

,1.:.127-"-.: . 0:.:,:.0.:.2. 1 1

Fig 1. System architecture

Working of System Architecture
If you want to encrypt your message and your message is
very confidential then this system will help you to secure the
message. fIrst open the server with the help of login type
username and server IP address. after that you can see the
algorithm button. click on this button and then again you can
see the three schemes. if your message is very confidential
then you must have select all the schemes and encrypt the
message.
Select SHCS button i.e., Strong Hiding commitment
Scheme which hide your message into the pixels of the image

----'

__

B.

Fig 2. Login Form

When login successful then this form will display admin
can chat with client and encrypt the message with the help of
algorithm button also can send the file to the client with the
help of send button.
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encryption and click on encrypt button to encrypt the image
and this image is saved in the database of server.
Hiding Based on Crypt.ographic Puzzles
Calculate the diffe.-ence bet""",een tVllO dates
start Date

b 3-02-201 3

End Date

b 3-02-201

4

Calculate
Oiffel'"ences

131536000000
0.-0___

Ic:\users\garv\enc.png

Encr-ypt

Fig. 6 Hiding based on cryptographic puzzle scheme
Fig. 3 Server main form

� Algorithms

A strong hiding commHment scheme

Hiding based on Cryptographic Puzzles

HCS

HCP

After click on the last button i.e., all or nothing
Transformation Hiding scheme (AONT-HS) this form is
display on the screen. Enter the plain text and click on
Generate button which generate the key and cipher-text which
helps to encrypt the image. Then select the HCP image from
the server database and click on encrypt button. Finally your
message is strongly encrypted.
!h All

01'"

�I

Nothing Transfor",ation Hiding Scheme
Tl'"ansfonnation Techni(IUe

All Or Nothing Transformation Based Scheme

AONT-HS

Plain Text:

''''
h i.:.:e=-

Generate Key

Fig. 4 Algorithm form

After the click on SHCS button this form will display type
secure message and select image to hide the message.

Key:

--'

_______

&

Cipher-Text

l,r.DESedeKeY@4f966a8cl

Ciphe.... Text:

HiiO
Browse

IE:\prOlserver\EnCryptjpgl

Encrypt

Fig. 7 All or nothing transformation Hiding Scheme form

Fig. 5 Strong hiding commitment Scheme form
After first encryption click on HCP button and this form is
display. Enter two date and click on calculate button the
difference is calculated. This difference is the key to encrypt
the image. Then select the SHCS image as input for the

El

t�
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•
Decryption
On the client side open the client main form then this form is
display on the screen. Chat button for chatting with the server,
decrypt button is for decryption.

Fig. 8. Client main fonn

Fig. 10 Strong hiding commitment form

After click on decrypt button this form is display on the
screen.
.!

DK�ptionForm

��

Key 1

Key 2

Key 3

Fig. 9 Decryption fonn

click on browser button and select the encrypted image and
again click on AONT-HS button the data is decrypted. Repeat
this step browse select the decrypt image and click on HCP
button the message is show on the screen the decryption IS
successful.
At last click on SCHS button and this form is display on the
screen. Select the image from the database of client and press
the decode button then the decoded message is display on the
message box and the decryption is successful.

VI. CONCLUSION

We addressed the problem of selective jamming attacks in
wireless networks. We considered an internal adversary model
in which the jammer is part of the network under attack, thus
being aware of the protocol specifications and shared network
secrets. We showed that the jammer can classify transmitted
packets in real time by decoding the first few symbols of an
ongoing transmission. We evaluated the impact of selective
jamming attacks on network protocols such as TCP and
routing. Our findings show that a selective jammer can
significantly impact performance with very low effort. We
developed three schemes that transform a selective jammer to
a random one by preventing real-time packet classification.
Our schemes combine cryptographic primitives such as
commitment schemes, cryptographic puzzles, and all-or
nothing transformations (AONTs) with physical layer
characteristics. We analyzed the security of our schemes and
quantified their computational and communication overhead.

VII. FUTURE SCOPE

There are various categories in wireless networks like
sensor network, Ad hoc, WLAN networks. Jamming creates a
very bad impact on any of these wireless networks.
Specifically, if Selective Jamming is done, the impact is even
more serious. Selective jamming is treated as an internal threat
model, so it would be difficult to detect it for a normal sender
node or receiver node. Here, we have proposed a solution to
identify the exact node that is performing selective jamming
attack, by initially checking the existence of selective jammer
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between specific sender and receiver node. Finally, we have
given three novel methods to prevent selective jamming by
ensuring privacy of the transmitted message.
Advantages of system:
•
Data security that saves money on extra protection
Software.
•
Confidentiality.
•
User friendly.
•
Encryption provides confidence that your backups are
safe
•
Encryption is the most reliable way to secure Data
submitting author is responsible for obtaining
agreement of all coauthors and any consent required from
sponsors before submitting a paper. It is the obligation of
the authors to cite relevant prior work.

[1]

[2]
[3]

[4]

[5]

[6]

[7]

[8]

[9]

[10]

REFERENCES
Alejandro Proan-o and Loukas Lazos, "Packet-Hiding
Methods for Preventing Selective Jamming Attacks"
IEEE TRANSACTIONS ON DEPENDABLE AND
SECURE
COMPUTING,
JANUARYIFEBRUARY
2012.
G. Sathish Kumar, "Providing Network Security By
Preventing Selective Jamming Attack" December 2012.
M. Wilhelm, I. Martinovic, J. Schmitt, and V. Lenders.
"Reactive jamming in wireless networks" How realistic is
the threat? In Proceedings of WiSec, 2011.
Y. Liu, P. Ning, H. Dai, and A. Liu. Randomized
differential DSSS: "Jamming-resistant wireless broadcast
communication". In Proceedings of INFOCOM, San
Diego, 2010.
Y. W. Law, M. Palaniswami, L. V. Hoesel, J.Doumen, P.
Hartel, and P. Havinga. "Energy-efficient link-layer
jamming attacks against WSN MAC protocols". ACM
Transactions on Sensors Networks, 2009.
C. P ··opper, M. Strasser, and S. Capkun. "Jamming
resistant broadcast communication without shared keys".
In Proceedings of the USENIX Security Symposium,
2009.
L. Lazos, S. Liu, and M. Krunz. "Mitigating control
channel jamming attacks in multi-channel ad
hocnetworks". In Proceedings of the 2nd ACM
conference on wireless network security, 2009.
P. Tague, M. Li, and R. Poovendran. "Mitigation of
control channel jamming under node capture attacks".
IEEE Transactions on Mobile Computing, 2009.
K. Gaj and P. Chodowiec. "FPGA and ASIC
implementations of AES". Cryptographic Engineering,
2009.
T. Dempsey, G. Sahin, Y. Morton, and C. Hopper.
"Intelligent sensing and classification III ad hoc
networks". IEEE, August 2009.

2015

