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A Secure Biometrics-Based Multi-Server
Authentication Protocol Using Smart Cards

Vanga Odelu, Ashok Kumar Das, and Adrijit Goswami

Abstract—Recently, in 2014, He and Wang proposed a
robust and efficient multi-server authentication scheme using
biometrics-based smart card and elliptic curve cryptogra-
phy (ECC). In this paper, we first analyze He-Wang’s scheme
and show that their scheme is vulnerable to a known session-
specific temporary information attack and impersonation attack.
In addition, we show that their scheme does not provide strong
user’s anonymity. Furthermore, He—Wang’s scheme cannot
provide the user revocation facility when the smart card is
lost/stolen or user’s authentication parameter is revealed. Apart
from these, He—~Wang’s scheme has some design flaws, such as
wrong password login and its consequences, and wrong password
update during password change phase. We then propose a new
secure multi-server authentication protocol using biometric-based
smart card and ECC with more security functionalities. Using
the Burrows-Abadi—-Needham logic, we show that our scheme
provides secure authentication. In addition, we simulate our
scheme for the formal security verification using the widely
accepted and used automated validation of Internet security
protocols and applications tool, and show that our scheme is
secure against passive and active attacks. Our scheme provides
high security along with low communication cost, computational
cost, and variety of security features. As a result, our scheme
is very suitable for battery-limited mobile devices as compared
with He-Wang’s scheme.

Index Terms— Security, authentication, smart card, revocation
and re-registration, BAN logic, AVISPA.

I. INTRODUCTION

ITH the rapid development of the wireless commu-
Wnication networks and e-commerce applications, such
as e-banking and transaction-oriented services [1], there is
a growing demand to protect the user credentials privacy.
In the recent couple of decades, more and more transac-
tions for the mobile devices have been implemented on
the Internet or wireless networks due to the portability
property of mobile devices, such as laptops, smart cards
and smart phones [2]. Thus, the authentication protocols
become the trusted components in a communication system.
In order to protect the sensitive information against a mali-
cious adversary, a variety of security services such as mutual
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authentication, user credentials privacy and SK-security need
to be considered [3], [4]. We also consider the following
two real-life scenarios for the smart card based authentication
schemes in which the registered users may revoke and
re-register with the same identity [5]-[8]: (i) when
unexpectedly the secret token of a legal user is revealed and
(i) if the smart card of a legal user is stolen or lost. Hence,
the authentication schemes must support the user revocation
and re-registration with the same identity. The user revocation
and re-registration with the same identity may cause the
user impersonation attack, when an authentication scheme
distributes the static secret tokens. Therefore, designing an
efficient approach to tackle the problem of user revocation
while supporting a strong user untraceability becomes a chal-
lenging problem [9]-[11]. As a result, the user revocation
and re-registration with the same identity is identified as a
fundamental security functionality for the smart card-based
authentication schemes.

A. Security Requirements of Authentication Schemes

According to [3], [4], and [12], in the basic adversarial
model, a probabilistic polynomial-time (PPT) adversary A can
have a full control over all the authentic messages. Hence,
the adversary 4 can read, modify or delete all the authentic
messages transmitted between users and server. In addition,
A can have access to the secret information via the session
exposure attacks. Thus, an authentication scheme should
satisfy the following security properties.

1) SK-security: An authentication scheme should
guarantee the security of the session key, called the
session key security (SK-security), in the following
two cases:

(i) The leakage of a session key or session-specific
temporary information will have no effects on the
security of other sessions.

The leakage of the crucial long-term secrets, such
as the private keys of users or servers, which are
used across the multiple sessions, will not necessar-
ily compromise the secret information from all past
sessions, known as the perfect forward secrecy.

(ii)

2) User credentials privacy: It ensures that 4 cannot
derive a user credentials, such as authentication
parameter, user password and identity.

3) Secure mutual authentication: It ensures that an
authentication scheme must provide the secure mutual
authentication with the presence of the shared secret
credentials.
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B. Related Work

After conception of Lamport’s seminal authentication

scheme in 1981 [13], several two-party authentication
schemes have been proposed in the literature (for
example, [1], [6]-[11]). In a single-server environment,

a user needs to register with each server separately. However,
it is impossible to directly apply two-party authentication
methods devised for a single server environment to a
multi-server environment. To handle this problem, several
multi-server authentication schemes (for example [14]-[19])
have been proposed in the literature. Yoon and Yoo [20]
proposed a multi-server authentication scheme using
the biometrics-based smart card and ECC. However,
Kim et al. [21] pointed out that if the smart card is lost,
Yoon-Yoo’s scheme cannot prevent the offline password
guessing attack. Further, they proposed an enhanced
scheme in order to withstand the security flaw found in
Yoon-Yoo’s scheme. Later, He [22] proved that Yoon-Yoo’s
scheme is insecure against the privileged insider attack and
impersonation attack. He [22] showed that their proposed
attacks are also valid for Kim et al.’s scheme. Recently,
He and Wang [23] proposed a robust biometrics-based
authentication scheme for multi-server environment in order
to withstand these security issues, and claimed that their
scheme is secure against all possible known attacks. However,
in this paper, we show that He-Wang’s scheme fails to
prevent known session temporary information attack, and as
a result, their scheme cannot prevent the reply attack and
impersonation attack. In addition, we show that their scheme
cannot provide the strong user anonymity.

With the rapid progress in the biometric technology,
the market share is increasingly shifting towards the
biometric techniques [24]. The biometrics-based authentica-
tion systems are designed to withstand attacks when employed
in security-critical e-commerce applications such as e-banking
and transaction-oriented services [25]. Recent study shows
that the elliptic curve cryptography (ECC) is suitable for
the battery-limited devices [26]. In this paper, we propose a
novel and secure biometrics-based multi-server authentication
mechanism using ECC for the battery-limited devices.

C. Our Contributions

Our contributions in this paper are outlined below.

o In our scheme, a session key is only available to the
communicating parties (user and server), and it is
unknown to either the registration center or others.

o Our scheme provides user credentials privacy even if the
session-specific temporary information are unexpectedly
leaked. But most of the existing schemes do not provide
credentials privacy including the recently proposed
He-Wang’s scheme.

e Our scheme provides the SK-security, whereas
He-Wang’s scheme has several drawbacks when
the session temporary information are leaked to the
adversary.

o Our scheme efficiently supports the password change
phase. However, He-Wang’s scheme has some
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design flaws, such as wrong password login and its
consequences, and wrong password update during
password change phase.

o In our scheme, the registration center (RC) authen-
ticates the user and server separately whenever they
want to establish the session key. On the other hand,
in He-Wang’s scheme, the RC cannot identify the user
and the server separately. Thus, in He-Wang’s scheme,
a legal malicious server may act as a legal user and enjoy
the services from the other servers.

e Our scheme efficiently supports the basic security
property of the revocation and re-registration with the
same identity due to the usage of random number in
computation of authentication parameter of a legal user.
On the other hand, most of the existing schemes do
not support revocation and re-registration with the same
identity including He-Wang’s scheme.

o In our scheme, the registration center RC stores the user
identity information to avoid many users to register with
the same identity and thus, our scheme prevents the many
logged-in users attack.

o Our scheme provides high security along with a variety
of features as compared to He-Wang’s scheme. Therefore,
our scheme is very suitable for the battery-limited mobile
devices as the ECC is more efficient for the battery-
limited devices.

D. Threat Model

We assume that an adversary can retrieve the sensitive
information stored in the smart-card memory using the power
analysis attacks [27], [28]. Furthermore, we use the Dolev-Yao
threat model [29], in which the two communicating parties
communicate over an insecure public channel. We use the
similar threat model for our scheme where the communicating
channels are insecure and the end-points cannot in general be
trustworthy.

E. Organization of the Paper

The rest of the paper is organized as follows. In Section II,
we briefly discuss some mathematical preliminaries to review
and analyze He-Wang’s scheme [23] and our proposed scheme.
We then review the recently proposed He-Wang’s scheme in
Section III. In Section IV, we show that He-Wang’s scheme is
vulnerable to various attacks. We also point out some design
flaws of He-Wang’s scheme in this section. In Section V, we
present a novel and secure biometrics-based efficient multi-
server authentication scheme using smart cards in order to
withstand the flaws found in He-Wang’s scheme. We analyze
the security of our scheme through the rigorous informal and
formal security analysis and verification in Section VI.
In Section VII, we compare the performance and security of
our scheme with He-Wang’s scheme. Finally, we conclude the
paper in Section VIIL.

II. MATHEMATICAL PRELIMINARIES

In this section, we briefly discuss the mathematical prelim-
inaries to review and analyze He-Wang’s scheme [23].
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A. Elliptic Curve Over a Prime Field GF(p)

A non-singular elliptic curve y*> = x34ax+b over the finite
field G F(p) is the set E, of all the solutions (x, y) € Z, x Z,
to the congruence y> = x3>+ax+b (mod p), where a, b € Zy
are constants such that 4a3+27b # 0 (mod p), together with
a special point O called the point at infinity or zero point,
Z, ={0,1,...,p—1} and p > 3 be a prime. The set of
elliptic curve points, E, forms an abelian group under addition
modulo p operation [30].

Let G be a base point on E,, whose order be n, that
is, nG = G+ G + ... + G(n times) = O. Assume that
P = (xp,yp) and Q = (xg, yp) are two points on elliptic
curve y2 = x34ax+b (mod p). Then R = (xg, yg) = P+0Q
is computed as follows [30]:

xg = (0> —xp — xg)(mod p),
YR = (6(xp — xg) — yp)(mod p),

where
Yo~ yp (mod p), ifP # Q
5= XQz—.XP
—]3
Sxp”ta (mod p), ifP = Q.
2yp

In elliptic curve cryptography, the scalar multiplication is
defined as the repeated additions. For example, if P € E,
then 4P is computed as 4P =P+ P+ P + P.

Definition 1 [Elliptic Curve Discrete Logarithm
Problem (ECDLP)]: Computing Q = kP is relatively
easy for given k € Z, and P € Ej,. However, given P € E,
and Q € E,, it is computationally hard to compute the
scalar k such that Q = kP.

Definition 2 [Computational Diffie-Hellman Problem
(CDHP)]: Given P,xP,yP € Ep, it is computationally hard
to compute xyP € E, without the knowledge of x € Z; or
y € Zj, where Z}, = {al0 < a < p, ged(a, p) = 1} =
{1,2,3,...,p— 1}

Definition 3 (Collision-Resistant One-Way Hash Function):
A collision-resistant one-way hash function H : X — Y,
where X = {0,1}* and Y = {0, 1}", is considered as a
deterministic algorithm that takes an input as an arbitrary
length binary string x € {0, 1}*, and outputs a binary string
y € {0, 1}" of fixed-length n [31], [32]. If Ado5{*SH (1) is
an adversary (attacker) A’s advantage in finding collision,
we then have

AdviASH (1) = Pri(x,x) <p Atx #x', H(x) = H),

where Pr[E] denotes the probability of a random event E, and
(x,x") &g A denotes the pair (x, x') is selected randomly by
A. In this case, the adversary A is allowed to be probabilistic
and the probability in the advantage is computed over the
random choices made by the adversary A with the execution
time t. A hash function H(-) is called collision-resistant,
if AdeASH(t) < €, for any sufficiently small ¢ > 0.

B. Biometrics and Fuzzy Extractor

A metric space is a set Y with a distance function
dis : YT x Y — R = [0,00) [34]. An example of a
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metric space is the Hamming metric, Y = I'”, which is
defined over some alphabet I'” (for example, I' = {0, 1})
and dis(w, ') is the number of positions in which the strings
o and o' differ. The statistical distance is the distance between
two probability distributions A and B defined by SD(A, B) =
%Zv |Pr[A = v] — Pr[B = v]|. Further, the min-entropy
Hx(A) of a random variable A is —log(max,Pr[A = a)).

A fuzzy extractor (Y,m,l,t,€) extracts a nearly [-bit
random string ¢ from its biometric characteristic input w
in an error-tolerant way [34], where m is the min-entropy
of any distribution W on metric space Y and ¢ the error
tolerance threshold. If an input changes but it remains close
to w, then the extracted o remains the same. To assist
in recovering o from the biometric characteristic input o/,
a fuzzy extractor outputs an auxiliary string 6. However,
o remains uniformly random for a given 6. The fuzzy extractor
is given by the following two procedures, called the prob-
abilistic generation procedure (Gen) and the deterministic
reproduction procedure (Rep):

e Gen is a probabilistic generation procedure, which on
(biometric characteristic) input @ € 7Y, outputs an
extracted string ¢ € {0, 1)/ and auxiliary string 6. For
any distribution W on metric space Y of min-entropy m,
if (0,0) < Gen(w), the statistical distance SD({o, 8),
(U1, 8)) < €, where U; denotes the uniform distribution
on [/-bit binary strings and € is the statistical distance
between two given probability distributions (o, d) and
(U}, 0) with [ = m —2log() + 0(1) [34].

e Rep is a deterministic reproduction procedure that allows
to recover ¢ from the corresponding auxiliary string
6 and any vector @’ close to w. For all w,0’ € Y
satisfying dis(w, ') < t, if {6,0) <« Gen(w), then
Rep(o/,0) =0.

The fuzzy extractor (Y, m, 1, t, €) is efficient, if Gen and Rep
run in polynomial time in representation size of a point in Y.
(T, m,l,t,¢€) is secure if it is difficult to recover o from a
closed biometric input @’ with the auxiliary string 6 [23].

The uniqueness property of a biometric allows its
applications in authentication protocols. As compared to the
low-entropy passwords, the biometric keys have more advan-
tages such as biometric keys cannot be lost or forgotten,
biometric keys are hard to forge or distribute, biometric
keys are difficult to copy or share, and as a result, guess-
ing the biometric keys is a hard problem [24], [35]-[39].
As pointed out in [34], a strong fuzzy extractor (Y, m, 1,1, €)
can extract at most I = m — 210g(é) 4+ O(1) nearly ran-
dom bits. Thus, the probability to guess the biometric key
data o € {0,1}) by an attacker is approximately %, where
I =m—2log(})+ 0(1) [34].
C. Case Study on Biometrics Modality

In this section, we provide a particular case study involving
biometric trait based on various parameters. In Table I,
a comparison of various biometric technologies is provided
based on seven factors [33]. Universality is a factor by which
we mean that every person using a system should possess the
trait. By uniqueness, we mean the trait should be sufficiently
different for individuals in the relevant population such that
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TABLE 1
COMPARISON OF VARIOUS BIOMETRIC TECHNOLOGIES BASED ON [33]
[ Biometric identifier [ I1 [ Io [ I3 [ Ia [ Is [ Is | Ir |
DNA H H H L H L L
Ear M | M| H M | M| H M
Face H L M | H L H H
Facial thermogram H H L H M | H L
Fingerprint M | H H M | H M | M
Gait M | L L H L H M
Hand geometry M| M| M| H M| M| M
Hand vein M M| M| M| M|M|L
Iris H | H H M | H |L L
Keystroke L L L M | L M | M
Odor H | H H L L M | L
Palmprint M| H|H| M| H| M| M
Retina H | H | M|L H L L
Signature L L L H | L H | H
Voice M | L L M | L H H
Note: 1 : Universality; [2 : Distinctiveness; I3 : Permanence; Iy

Collectability; Is : Performance; Is : Acceptability; I7 : Circumvention;
L : Low; M : Medium; H : High.

they can be distinguished from one another. Permanence is a
factor which relates to the manner in which a trait varies over
time. Collectability (also called measurability) relates to the
ease of acquisition or measurement of the trait. Performance
is another factor which relates to the accuracy, speed, and
robustness of technology used. Acceptability means how well
individuals in the relevant population accept the technology.
Finally, circumvention relates to the ease with which a trait
might be imitated using an artifact or substitute. As pointed
out in [33], the applicability of a specific biometric
technique depends heavily on the requirements of the appli-
cation domain. It is also pointed out that there is no single
technique, which can outperform all the others in all
operational environments. Each biometric technique is admis-
sible and there is no optimal biometric characteristic. From
this table, it is observed that both the fingerprint-based and
iris-based techniques are more accurate than the voice-based
technique. However, in some applications such as tele-banking
applications, the voice-based technique may be preferred,
because it can be integrated seamlessly into the existing
telephone system [33].

In a biometric verification system, there are two types
of errors: (i) mistaking biometric measurements from
two different persons to be from the same person (called
false match or false accept) and (ii) mistaking two biometric
measurements from the same person to be from two different
persons (called false nonmatch or false reject) [33].
Jain et al. [33] reported the state-of-the-art error rates of three
popular biometric traits, namely fingerprint, face and voice,
which are shown in Table II. Note that accuracy estimates of
various biometric systems are dependent on a number of test
conditions. They also pointed out that there is plenty of scope
for improvement in biometrics. Thus, based on the application
and environment, we can choose a biometric trait, which can
be very suitable for the battery-limited mobile devices.

III. REVIEW OF HE-WANG’S SCHEME
In this section, we review the recently proposed He-Wang’s

scheme [23]. For the convenience, in this paper we use the
notations listed in Table III.
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TABLE II
STATE-OF-THE-ART ERROR RATES ASSOCIATED WITH
VARIOUS BIOMETRIC SYSTEMS [33]

[ [ Test | Test parameter [ FNMR | FMR |
Finger- | FVC Users mostly in the 0.2% 0.2%
print 2002 [40] age group 20-39
Face FRVT Enrollment and test 10% 1%

2002 [41] images were collected
in indoor environment
and could be on
different days
Voice NIST 2000 | Test dependent 10-20% | 2-5%

Note: FNMR: False nonmatch rate; FMR: False match rate.

TABLE III
NOTATIONS USED IN THIS PAPER

[ Symbol [ Description
RC The registration center
k The master secret key of RC'
n,p Two sufficiently large prime number
Iy A finite field of order p
E, A non-singular elliptic curve over a field GF(p)
G The additive group consisting of points on Fp
P A generator of G with order n
Ppub The public key of RC, where P,,p = kP
S The ;' server
SID; Identity of server S;
k; Private key of S;
U; The i*" user
1D; and pw; Identity and password of U;, respectively
k; Authentication parameter (secret token) of U;
SC; Smart card of the user U;
Q Symmetric-key cryptography
Ei()/Dg (") Symmetric encryption/decryption using the key k
H(-) A cryptographic hash function
My || M2 Data M7 concatenates with data Mo
My & Mo X OR operation of My and Mo
X —Y : (M) | X sends message M to Y

Initially, the registration center RC selects a non-singular
elliptic curve E, over a finite field GF(p), a base
point P € G, where p is a large prime and G is an
additive cyclic group of order n consisting of points on E).
The RC selects its private key k and computes its public key
Ppup = kP. Note that P is made public by the RC.

A. Registration Phase

This phase consists of the server registration phase and the
user registration phase. This phase is summarized in Table IV.

1) Server Registration Phase: In this phase, a server §;
chooses its identity SID; and sends it to the RC via a
secure channel. Upon receiving this request, the RC computes
k; = H(SIDj||k) and then sends it to S; via a secure channel.
After receiving k; from the RC, S; keeps it secret.

2) User Registration Phase: In this phase, a user U; sends
a request and obtains the smart-card SC; with authentication
parameter as follows:

Step RI: U; chooses his/her identity ID;, password pw;
and imprints his/her personal biometric impression B; at the
sensor. Then U; computes (o;,6;) = Gen(B;) and sends the
registration request Reg = {ID;, H(pw;||o;)} to RC via a
secure channel.
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TABLE IV
REGISTRATION PHASE OF HE-WANG’S SCHEME

[ Server S;
{51D,)

_
(via a secure channel)

Registration center RC' |

Computes k; = H(SID;||k).
{k;}

PELACL

(via a secure channel)

Registration center RC'

Keeps k; as secret.

User U;

Inputs ID;, pw;, B;.

Computes (0;,0;) = Gen(B;).
Reg = {ID;, H(pw;||o;)}

(via a secure channel)

Computes k; = H(ID;||k),
zi = ki @ H(pw;|os).
Stores z; into smart card, SC;.

SC; = {2}

PRt et
(via a secure channel)

Stores 6; into SC;.

Step R2: After receiving the registration request
Reg from U;, the RC computes k; = H(ID,l|lk),
zi = ki ® H(pwj|lo;) and stores z; into a smart-card

SC;. Finally, the RC issues SC; to U; face to face (via a
secure channel).
Step R3: After receiving SC;, U; stores ¢; into its memory.

B. Authentication and Key Establishment Phase

In this phase, U; and S; mutually authenticate each other
and establish the session key. The login and authentication and
key establishment phases of He-Wang’s scheme are summa-
rized in Table V.

Step Al: U; inserts SC; into a card reader, and inputs pw;,
ID; and imprints personal biometrics B at the sensor.
U; then generates a random number x € Z; and
computes Rep(B;,0;) = oi, ki = z; @ H(pwilloi),
X = xP, Ki = xPpyp, CID; = ID; & H(K;), and
hi1 = HUD;||SIDj|lk;||X||K1). Finally, U; sends the
message M1 = {CID;, X, hi} to S; via a public channel.

Step A2: After receiving the message M;, S; randomly
chooses y € Z; and computes ¥ = yP, K2 = yPyup,
hy = H(CIDi||X||h1||SIDjl|lk;||Y||K2), and CSID; =
SID; @ H(K>). Finally, §; sends the message M, =
{CID;, X,h,CSIDj,Y, hy} to the RC via a public channel.

Step A3: Upon receiving M, from S;, RC computes

K3 = kY(= Ky, SID; = CSID; & H(K»),
and k; = H(SIDj||k). Then RC checks whether
hy = H(CID;||X||m||SID;||k;||Y||K3) holds or not.

If it does not hold, the RC terminates the session.
Otherwise, RC computes K4 = kX (= K1), ID; = CID; &
H(K4), and k;, = H(ID;l|lk). RC then checks whether
hy = HUD;||SIDjl|lki||X||K4) holds or not. If it
does not hold, it terminates the session. Otherwise,
RC computes TID; = ID; ® HY||Ks3llkj), hs =
H(ID;||ITID;||X||SID;||Y||k;), TSID; = SID; &
H(X|[|K4llki), and hgy = HUID;||X||K4l|SID;||Y[lk;).
Finally, RC sends the message M3 = {TID;, h3, TSID;j, hs}
to §; via a public channel.

Step A4: After receiving M3 from RC, §; com-
putes ID; = TID; & H(Y||K>||k;) and checks whether
ID; is valid or not. If it is not valid, S; terminates
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the session. Otherwise, §; checks whether the condition

h3 = HUD;||TID;||X||SID;||Y||k;) holds or not. If it
does not hold, §; terminates the session. Otherwise,
S; computes the session key SK = yX = xyP and

hs = HUD;||SID;||X||Y||SK||hs). Finally, S; sends
My ={TSID;,Y, hg, hs} to U; via a public channel.

Step A5: Upon receiving My from S;, U; computes
SID; = TSID; ® H(X||K{||k;) and then checks whether
hs = H(ID;||X||K4||SID;||Y||k;) holds or not. If it does
not hold, U; stops the session. Otherwise, U; computes
the session key SK = xY = xyP, and checks whether
hs = H(ID;||SID;||X||Y]||SK||h4) holds or not. If it does
not hold, U; terminates the session. Otherwise, U; computes
he = H(SID;||ID;||X||Y||SK||h4) and sends Ms = {h¢} to
S; via a public channel.

Step A6: After receiving Ms from U;, S; checks whether the
condition he = H(SID;||ID;||X]||Y||SK]|h4) holds or not.
If it holds true, S; confirms that U; is legitimate. Otherwise,
S; stops the session immediately.

C. Password Change Phase

In this phase, U; changes his/her password as follows:

Step P1: U; inserts SC; into a card reader and inputs pw;,
ID; and imprints personal biometrics B/ at the sensor. U; also
inputs the new password pw“®.

Step P2: SC; then computes Rep(B;,0;) = o, ki = z; ®
H(pwil|o;), and z/°“ = ki @ H(pw;*"||o;). Finally, SC;
replaces z; with z7°*

i .

IV. CRYPTANALYSIS ON HE-WANG’S SCHEME

In this section, we show that He-Wang’s scheme [23] is
vulnerable to various well-known attacks, which are outlined
in the following subsections.

A. Known Session-Specific Temporary Information Attack

Assume that the session random number x chosen by
U; is unexpectedly revealed to the PPT adversary .A. Then,
He-Wang’s scheme has the following drawback:

e Since U; and S§; compute a session key SK as
SK = xY = xyP, A can compute the session key SK
using known session random number x.

o A intercepts the message M| = {CID;, X, h;} sent to
the server §; (in Step Al of the authentication and key
establishment phase), and checks whether x P matches
with X. If it matches, A confirms that x corresponds
to M and computes K; and ID; as K1 = x Py and
ID; = CID; & H(K;) (this may cause user anonymity
violation). The adversary .A sends reply message M to S;
without any modifications. In this case, neither S; nor
RC can identify the message M as a replied one. From
the message My = (T SID;,Y, hs,hs}, the adversary
A knows Y and h4, and he/she can compute SK as
SK = xY using x and then compute the valid
he = H(SID;||ID;||X||Y||SK||lhs) for S; without
knowledge of U;’s authentication parameter k;. As a
result, A can successfully impersonate the legal user U;.
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TABLE V
LOGIN, AND AUTHENTICATION AND KEY ESTABLISHMENT PHASES OF HE-WANG’s SCHEME
[ User U; Server S; Registration center RC'

Inputs 1D;, pw;, B] into SC;.

Chooses a random = € Z7.

Computes o; = Rep(B},0;),

ki = z; ® H(pw;||o:),

X =2P, K1 = zPpysp.

CID; =1ID; ® H(K1),

h1 = H(ID;||SID;||k;|| X||K1).
My ={CID;,X,h1}

(via a public channel)

Chooses a random y € Z.

Computes Y = yP, Ko = yPpyp,

ha = H(CID;||X|[h1||STD;|[k;||Y || Kz),

CSID; = SID; @ H(K2)
My ={CID;,X,h1,CSID;,Y, ha}

Computes K3 = kY (= Ka),
SID; = CSID; & H(K>),

2).

(via a public channel)

accept/reject?
Checks

accept/reject?

Computes SID; = TSID; & H(X||K1||k;).
Checks hy =7 H(ID;||X||K4||SID;||Y||ks).

Computes ID; = TID; @ H(Y||K2||k;).
Checks the validity of ID;.

hs =" H(ID;||T1D;||X||SID;||Y||k;).
Computes the session key SK = yX = xyP,

hs = H(ID;||SID;||X||Y||SK||h4).
My ={TSID;,Y, ha, hs}

kj = H(SID; ||k).
Checks ho =’
H(CID;||X]||h1[|SID;||k;||Y]| K3).
accept/reject?
Computes Ky = kX (= K1),
ID; = CID; ® H(K4),
ki = H(ID;||k).
Checks h1 =" H(ID;||SID;||ki|| X || Ka).
accept/reject?
Computes T1D; = ID; @ H(Y||K3]|k;),
hs = H(ID;||TID;||X||SID;|[Y||kj),
TSID; = SID; ® H(X||Kallk:),
ha = H(ID;||X||Ka||SID;|[Y]|ks).

Ms = {TID;,h3, TSID;, hs}

(via a public channel)

accept/reject? (via a public channel)

Computes the session key SK = 2Y = axyP.

Checks hs =" H(ID;||SID;||X||Y||SK||ha).

accept/reject?

Computes hg = H(SID;||I1D;||X||Y||SK]||ha).
Ms = {hs}

(via a public channel)

accept/reject?

Checks hg =7 H(SID;||ID;||X||[Y||SK]|ha).

o One more drawback is that the RC cannot identify the
user U; and the server S; separately when they want to
establish the session key. In this case, a legal server S;
may act as legal user [42] and enjoy the services from
the other servers S;’s.

As a result, He-Wang’s scheme cannot provide strongly the
SK-security. The SK-security is very essential in the security-
critical applications.

B. Impersonation Attack

In He-Wang’s scheme [23], during the registration phase of
a user Uj;, the registration center RC computes the authentica-
tion parameter k; of U; using the identity I D; of U; and secret
key k of RC as k; = H(ID;||k). Clearly, the authentication
parameter is static and the registration phase has no ability to
detect re-registration with the old identity. Thus, the user U;
can not re-register with the same identity 7 D; in future for the
following two genuine cases:

o when U;’s smart-card SC; is lost/stolen, and

« unexpectedly U;’s authentication parameter k; is revealed.
Hence, the PPT adversary A can easily obtain the authenti-
cation parameter by performing re-registration with the legal

user U;’s identity ID; because the RC does not maintain
any user identity information table. Moreover, the servers’
authentication parameters are also static and the RC does not
maintain any identity information of the servers. Therefore,
the second case is also applicable to the servers. As a result,
A can obtain the authentication parameter of a legal user
(or a server), and then successfully impersonate the user
(or a server). Moreover, the server is a semi-trusted party
and He-Wang’s authentication scheme cannot protect the user’s
identity from the server. It also causes the user’s anonymity
violation. As a result, He-Wang’s scheme fails to protect user
impersonation attack.

C. Wrong Password Login and Its Consequences

According to Khan and Kumari [10], during the
authentication and key establishment phase if a legal user U;
enters his/her wrong password, the authentication test will fail
and then it causes denial of service to the legal user U;. In the
login phase of He-Wang’s scheme [23], the smart cart SC;
sends the message M7 without verifying the correctness of the
user U;’s credentials I D;, pw; and biometrics B{. Even if U;
mistakenly  enters  his/her  wrong  password, say
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pw;(pw; # pw;), then SC; still computes k; =
zi @ H(pwillo;) instead of k; = z; @ H(pwilloy).
In this case, U; will send a wrong login request message
Ml’ instead of valid message Mj. Thus, the authentication
test fails and as a result, He-Wang’s scheme [23] falls under
the denial-of-service (DoS) to the legal user U;, which must
not happen in sensitive applications. Moreover, an adversary
can create denial of service problem by keep on sending the
login request message using the legal user U;’s smart-card
SC; and wrong credentials.

D. Drawback in Password Change Phase

In the password change phase of He-Wang’s scheme [23], a
legal user U; inputs I D;, old password pwl‘.’ld , biometrics B
and new password pwi“” into the smart card SC;.
As discussed in Section IV-C, even if U; enters
his/her wrong password pw); instead of old correct password
pw?(pw,  # pw?d), SC; still computes k, =
zi ® H (pw;||o;) and updates z; with z; =k ® H (pw!“*||o;),
where k! # k;, using the wrong computed k without
verifying the validity of old password pwl‘.’ld . After updating
SC; with wrong password entry, U; will never pass the
authentication test and the repetition of authentication may
cause prolonged/permanent failures to login. As a result, the
wrong password update may also cause the denial-of-service
to the legal users in such a specific case.

E. No Provision for Revocation and Re-Registration

In order to provide the strong security to the user,
revocation of lost/stolen smart-card is one of the fundamen-
tal security requirement of smart-card based authentication
schemes. If a legal user U;’s smart-card SC; is lost or stolen,
there must be some mechanism to prevent the misuse of
lost/stolen smart-card SC;. Otherwise, an adversary A can
impersonate the legal user U; as the registration phase has
no ability to detect the re-registration with old identity.
To cope with this problem, the smart-card based authenti-
cation schemes need to store the identity information table
in the RC’s database, based on which the invalid smart-card
will be detected [5]. However, most of the existing multi-
server authentication schemes including He-Wang’s scheme
do not consider the fundamental security feature for revoca-
tion and re-registration in their schemes in the multi-server
environment.

V. THE PROPOSED SCHEME

In this section, we propose a new biometrics-based multi-
server authentication protocol using smart card and ECC,
which withstands the security pitfalls of He-Wang’s scheme
(discussed in Section IV). Our scheme consists of the six
phases, namely, initialization phase, registration phase, login
phase, authentication and key agreement phase, password
change phase, and revocation and re-registration phase.

A. Initialization Phase

In this phase, the registration center RC selects a
non-singular elliptic curve E, over a finite filed GF(p),
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TABLE VI
REGISTRATION PHASE OF OUR SCHEME

[ Server S;
{SID]-}

_
(via a secure channel)

Registration center RC' |

Checks S1D;. Generates ;.

Computes k; = H(SIDj||kl||rj),

Computes signature s; as

sj = H(k||rs]|k; [|SIDy).

Stores {H(SIDj||k),r;} into T.
(k)85

Keeps k; as secret.

Declares {SID;, s;} as public.

User U;

Inputs ID;, pw;, B; into SCj;.

Computes (0;,0;) = Gen(B;).
Reg = {ID;, H(pw;||o;)}

(via a secure channel)

PR
(via a secure channel)
Registration center RC'

Checks Reg. Generates r;.

Computes k; = H(ID;||k||r;]|

H(ID;l|k)),

zi = k; @ H(pw;l|o;),

s; = H(ki||I.D;||H (pwil|o3)).

Stores {H(ID;||k),r;} into T.
{zi;8:}

P i R S
(via a secure channel)

Stores {z;, s;,0;} into SC;.

a base point P € G, where p is a large prime and G is an
additive cyclic group of order n consisting of points on E,
a secure collision-resistant one-way hash function H(-), and
a symmetric-key cryptosystem Q. Also, the RC chooses its
private key k which is assumed to be 2048-bit, and then
computes its public key Ppup as Ppyp = kP. Finally, the RC
declares its public parameters {p, Ep, P, Ppup, n, H(:), Q}.

B. Registration Phase

In order to avoid a new user registration with the existing
legal user identity, we use an identity verifier table, say 7
in our scheme. The registration phase of our scheme is
summarized in Table VI.

1) Server Registration Phase: In this phase, a server S;
chooses his/her unique identity SID; and sends the regis-
tration request {S/D;} to RC via a secure channel. After
receiving this request, RC checks whether the hash value
H(SIDj||lk) matches with any one of the entries in the
identity-verifier table 7. If it matches, RC rejects the request
by declaring it as invalid. Otherwise, RC randomly generates
a number r; and computes k; = H(SID;||k||r;). RC also
computes the signature s; on SID; corresponding to r; as
sj = H(kl|rj|lk;1|1S1D;) and stores {H (S1Dj||k), r;} into its
identity-verifier table 7. Finally, RC sends {k;, s;} to §; via
a secure channel. After receiving {k;, s;} from RC, §; keeps
k; as secret and declares the information {S/D;,s;}, which
are publicly available to all the legal users.

2) User Registration Phase: Assume that the smart
card has been pre-configured with public parameters
{p, Ep, P, Ppup,n,Q, H(-)} before given to a user U; and a
built-in fingerprint scan component is embedded into the card
reader. A user U; sends a request and obtains the smart-card,
say SC;, and then registers to RC using the following steps:

Step RI: U; first inserts the received smart card SC;
into the card reader, inputs his/her unique identity ID;,
chosen password pw; and imprints the personal biometrics B;
at the sensor. Then U; computes (0;,6;) = Gen(B;) and
sends the registration request Reg = {ID;, H(pw;||o;)} to
the registration center RC via a secure channel.
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Step R2: Upon receiving the request message Reg,
RC checks whether the hash value H (I D;||k) matches with
any existing entry in the identity-verifier table 7. If it
matches, RC rejects the request by declaring it as invalid.
Otherwise, RC generates a random number r; and computes
ki = HIDi|lk||lri||[H(ID;illk)), zi = ki & H(pwillo:)
and s; = H(k;||ID;||H(pwi||o;)). Further, RC updates its
identity-verifier table 7 with the new entry {H (I D;||k), r;}.
Finally, RC sends {z;, s;} to U; via a secure channel.

Step R3: After receiving {z;,s;} from RC, U; stores
{zi, si,0;} into the smart card SC;.

Remark 1: In order to avoid the many-logged-in-user
attack, one can use the table entry for a user U; as
{H(ID;l||k), r;i, status}, where status € {—1,0,1} and
status = 0 if the user is active and not logged-in; status = 1
if the user is active and logged-in; and status = —1 if the
user is inactive. The status inactive is used when the user is
revoked his/her account for some security reasons.

C. Login Phase

In order to login to a server S, the user U; needs to execute
the following steps:

Step L1: U; inserts his/her smart card SC; into a card reader
and inputs pw;, I D and imprints the personal biometrics B;
at the sensor. Then, SC; computes 6/ = Rep(B}, 6;) and k; =
z;® H (pw;||o]) and checks whether H (k;||I D;||H (pw;||c/))
matches with s; stored in the smart card SC;. If it does not
match, SC; rejects the entered credentials and terminates the
session.

Step L2: SC; then randomly chooses a one-time secret
x; € Z} and a random nonce nj. In order to avoid the
known session-specific temporary information attack, SC;
computes X = xP, K| = xPp,p using x = H(x;||ki||n1)
instead of directly using the session random number x;.
Further, SC; computes C1 = Ek, [ID;, SIDj,s;,n1], and
h1 = HD;||SIDj||s;||n1|lk;||X||K1), where K1, represents
the x-coordinate of the ECC point K. Finally, U; sends the
message My = {Ci1, X, h1} to the server §; via a public
channel.

D. Authentication and Key Establishment Phase

In this phase, both U; and §; execute the following steps to
mutually authenticate each other and agree on a session key
in order to communicate over insecure public channels later.

Step AKI: Upon receiving the login message Mj, the
server S; chooses a random nonce ny and computes C; =
En;nylnz] and hy = H(CilIX[|h1||SID;|lk;lls;n2).
S; then sends the message M = {Ci, X, h1,C2, ha} to
RC via a public channel.

Step AK2: After receiving the message M, from S,
RC computes K> = kX (= K1) and obtains ID;, SID;,s;,
and n; by decrypting C; using K., where K>, is the
x-coordinate of the ECC point K. RC checks the freshness
of ny, and also checks validity of SID; and ID; by
checking H(SIDj|lk) and H(ID;l||k), respectively, in
the table 7. If these are not valid, RC immediately
terminates the session. Otherwise, RC retrieves r; and r;
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corresponding to SID; and ID;, respectively, from 7.
Next, RC computes k; = H(ID;|lk||r;||H(ID;||k)) and
k; = H(SIDj||k||r;), and then checks whether the
conditions hy = HID;||SIDjl||s;||n1|lk;||X]|K2) and
s; = H(kl|lrjllk;||ISID;) hold or not. If these do not
hold, RC stops the session. Otherwise, RC confirms
that the received credentials (S/D;,s;) of §; are valid.
RC then computes no = Dy k;iin)(C2)  and
authenticates the server S; by checking the condition
hy = H(C1||X|Ih1|ISIDjllkjl||sjl|n2). If the authentication
fails, the RC terminates the session. Otherwise, RC computes
kij = H(killKz2lln), C3 = En;niny) [SIDjllki ;]
(the identity ID; of U; is kept anonymous to S;), and
h3 = H(kj||h2||C5||SIDjllk; ;|| X||n2). Finally, RC sends
the message M3 = {C3, h3} to S; via a public channel.

In order to check the freshness of the random nonce n;
by the RC, we adopt the following strategy as suggested
in [35] and [43]. The RC can store nj corresponding to the
value H (ID;||k) in the table 7. When the RC receives the
next message, say M, = {C}, X', h}, Cj, h}}, it computes
K}, = kX'(= Ki) and obtains ID;,SID;,s;, and n| by
decrypting C| using K} , where K} is the x-coordinate of
the ECC point Kj. The RC then checks the value of n]
corresponding to H (I D;||k) with the stored value n; in the
table 7. If there is a match, the RC ensures that the message is
not a fresh one. Otherwise, the RC treats the received message
as a fresh message and updates n; with n) in the table 7.
Note that the old n; can be kept for some time by the RC
so that if an adversary replays the same old message again
containing n, it can be detected as old message.

Step AK3: After receiving the message M3 from RC,
S; obtains SID; and k;; by decrypting C, using
H(kj||hi||nz) and then checks whether the condition h3 =
H (kj||h2||C5]|SIDjllk; ;1| X||n2) holds or not. If it does not
hold, S; terminates the session. Otherwise, S; confirms that
the secrets k; ; = H (k;||K2||n1) and X are shared by the legal
user U;, and k; ; is only known to RC, U; and §;. Then, S;
randomly chooses y € Z; and computes ¥ = yP, SK =
H(yXlki jls)). and hy = H(SIDIs;|lhllki ;|| XI|Y]ISK).
Finally, S; sends the message M4 = {Y, h4} to U; via a public
channel.

Step AK4: Upon receiving the message My from S;,
Ui computes SK = H(yX|lk;jlls;), where k;; =
H (ki||K1||ln1) and checks whether the condition hy =
H(SIDj||s;l|lh1]lk;, ;11 X||Y||SK) holds or not. If it does not
hold, U; terminates the session. Otherwise, U; authenticates
S; as the hash value k; ; is only known to RC, U; and §;.
U; then computes hs = H(SIDj|lk; ;||X]|Y||SK) and sends
the confirmation message Ms = {hs} to §; via a public
channel.

Step AK5: After receiving the message Ms from U;, S;
checks whether the condition hs = H(SIDj||k; ;|| X||Y||SK)
holds or not. If it holds, S; confirms that U; is a valid user.
Otherwise, S; terminates the session immediately.

Finally, after mutual authentication, both user U; and
server S; agree on the common session key SK. The login and
authentication and key establishment phases of our scheme are
summarized in Table VII.
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TABLE VII
LOGIN, AND AUTHENTICATION AND KEY ESTABLISHMENT PHASES OF OUR SCHEME

User U;

Server S

Registration center RC'

Inputs 1D}, pw!], B] into SC;.

Computes o = Rep(B},0;),

E, =z, & H(pw}||o}).

Checks s; =" H(k}||ID}||H(pw}||o})).
accept/reject?

Chooses x; € Z7, n1.

Computes x = H(z;||k;|[n1), K1 = ®Ppys,
X =xzP, C1 = Eg, [ID;,SIDj,sj,n1],
hy = H(1Di|| SIDy|s; || nalks [|X]IKD).
My ={Cy, X, h1}

(via a public channel)

Chooses ng and computes Coy = EH(kj‘|h1)[n2},
he = H(C1||X||h1||SID;||kj|s5|Inz2).
Ms = {C1,X,h1,C2,ha}

Computes Ko = kX (= K1),

(via a public channel)

Checks validity of hs.

accept/reject?
Chooses y € Z,.

Computes k; ; = H(k;||K1||n1),

SK = H(xY||ki jl|s;)-

Checks validity of hg.

accept/reject?

Computes hs = H(SIDjl|k; ;|| X||Y||SK).
M5 = {h5}

(via a public channel)

Computes SK = H(yX||k; ;||s;)

My = {Y, ha}

P S S s S
(via a public channel)

accept/reject?

Computes [STDj||k; ;] = DH(ijhIHnQ)(CB)

Computes Y = yP, SK = H(yX||ki jl|s;),
ha = H(SID;||s;||h1ki ;|| X[|Y]|SK).

Checks hs =" H(SID,||k; ;|| X||Y||SK).

Computes SK = H(xY||ks ;]Is;)

Checks validity of ID;, n1, SIDj.

accept/reject?

Computes k; and k.

Checks validity of h1 and s;.

accept/reject?

Computes ng = DH(k-thl)(CZ)-

Checks validity of hs.

accept/reject?

Computes k:i’j = H(/ﬁHK2||n1),

Cs = Bk, ||na ||na) [STD; ki 51,

hs = H(k;[|h2||C3||STD;l[ki,;|| X[|n2).
Mz = {C3,h3}

(via a public channel)

E. Password Change Phase

In this phase, U; can change his/her password pw; without
further contacting the RC using the following steps:

Step PI: U; inserts his/her smart card SC; into a card
reader and inputs pw}, ID] and imprints personal biomet-
rics B at the sensor. SC; computes 6/ = Rep(B},6;) and
ki = z; @ H(pw!||o/), and then checks whether the condition
si = H(k/||1D;}||H (pw;||o})) holds or not. If it does not hold,
SC; rejects the entered credentials. Otherwise, SC; asks U; for
a new password.

Step P2: U; enters his/her chosen new password, say pw;¢*
into the smart card SC;.

Step P3: SC; then computes z/“ = k; @ H(pw!’||o;)
and s/ = H (k;||1 D;||H (pw}**||o;)). Finally, SC; replaces
z; and s; with 7" and s5/'“*, respectively.

Remark 2: In the case of all three factors (smart
card, password and biometrics) are required, the
authentication mechanism should be more efficient [44].
For identifying wrong password entry, He-Wang’s scheme
requires 6Ty, where Ty denotes an elliptic curve scalar
multiplication operation. However, in our scheme, the
password verification is done by the smart card SC; locally.
Moreover, we can achieve the three-factor authentication by
removing the hash value s; from the smart-card SC; and then,
the identification of a wrong password would require only

3Ty operations in our scheme. In that case, the password
change will not be possible locally.

F. Revocation and Re-Registration Phase

In this phase, we explain the user revocation and
re-registration with the same identity when his/her authenti-
cation key is compromised or the smart-card is lost/stolen.
In these two cases, a user U; can revoke his/her account and
re-register without changing his/her identity I D;. For revoca-
tion of U;’s account, the registration center RC verifies his/her
personal identities such as PAN card, date of birth, passport, or
any authorized identities, and then simply removes the random
number r; from the table 7. Thus, after revocation of U;’s
account, RC rejects the login request as the corresponding
random number r; is not presented in 7 and then it cannot
authenticate the user U;. In the case of re-registration of U;
with the same identity I D;, RC verifies 7 whether the identity
I D; is valid, that is, whether the user U; is already registered,
but the status is inactive. If it is valid, RC executes the
registration phase to reactivate U;’s account.

Remark 3: Assume that the secret key kj of the server §;
is unexpectedly revealed to an attacker A. The server S; can
revoke its account and re-register to the RC with the same
identity SID; in order to obtain a fresh secret k{r”h without

any difficulty because the RC can choose a fresh random
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85 using r;
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i f "N Therefore, our scheme also provides the
server re- regzstration when its secret key is revealed, whereas
He-Wang’s scheme cannot support it.

and signature

VI. SECURITY ANALYSIS OF OUR SCHEME

In this section, we analyze our scheme using the
widely-accepted BAN logic [45] and show that our proposed
scheme provides secure authentication. After that we discuss
informally the possible attacks on our scheme. Furthermore,
we simulate our scheme for the formal security verification
using the widely-accepted and used AVISPA tool to show
that our scheme is secure against active attacks, such as the
man-in-the-middle-attack and reply attack.

A. Authentication Proof Based on the BAN Logic

The notations used in the BAN logic are as follows:

e P |= X : Principal P believes a statement X, or P is
entitled to believe X.

o #(X) : Formula X is fresh.

e P 1= X : Principal P has jurisdiction over statement X.

e P < X : Principal P sees the statement X.

e P |~ X : Principal P once said the statement X.

e (X,Y): Formula X or Y is one part of formula (X, ¥).

o {X}k : Formula X encrypted under the key K.

e (X)y : Formula X combined with the formula Y.

R PPN Q : P and Q may use the shared key K to
communicate. The key K is good, in that it will never be
discovered by any principal except P and Q.

X
e P = Q: Formula X is secret known only to P and Q,
and possibly to principals trusted by them.

Rules: We have the following four rules:

Pl=P<50,PaiX}x

Rule(1). Message-meaning rule: and

; PI=0|~X
P|I=P=0Q,P<(X)y
PI=0I~X P|=#(X),P|=0|~X
Rule(2). Nonce-verification rule: %

Pl=0=X,P|I=0|=X

|_
Rule(4). Freshness-conjuncatenation rule: ;;;7%.

Goals: According to the analytic procedures of the BAN
logic, the proposed protocol must satisfy the following test
goals in order to prove the system is secure:

Rule(3). Jurisdiction rule:

28 |= Ul = S], G Ui =8 1=U; LN S],
3.Ui |= U; <—>Sj,G4.Sj = U; |= U; <—>Sj,

Gs: S 1=U; <5 ;.

Generic form: The generic form of our scheme is given
below:

From message M, U; — S;: {ID;,SIDj,sj,ni}k,,
X =xP, {D;i||SIDj|l|s;l|In1||X|I K1)k -

From message M», S; — RC: {ID;,SIDj,sj,ni}k,,
X = xP,(IDi||SID;lIsjlInillkil | X|I1 K1)k, {n2}k;1iny)
(C1lIX 1Py [ISIDjllsjlIn2)k; -

From message M3, RC — S; : {SIDjllkij}r ;||
X =xP, (h2||G3[|SIDjllki j | X||n2)k; -
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From message My, S; — Ui Y =
(SIDjllsjlRi I XY ISK ), ; -

From message Ms, U; — §j: (SIDj||X||Y||SK)ki’j.

Idealized form: The arrangement of the proposed protocol
to the idealized form is as follows:

yP,

Message M;:
K
Ui — S;: (ID;, SIDj,sj,n1, X,U; < RC)
U;j<—RC
Message M;:
S;i — RC :(C1,X,h1,SIDj,sj,n2) kj
§j<—RC
Message M3:
ki j
RC — S; : (hy,C3,SID;, Ui = S5, X,m) 4,
Sj<—RC
Message My:
SK
S;i = U; : (SIDj,sj,h1,X,Y, U < §j) ki j
U =S;
Message Ms:
SK
Ui— S;j:(SIDj, X,Y,U; < §j) ki j

Ui=S§ J
Hypotheses: The following assumptions about the initial

state are made to analyze the proposed protocol:
Hy: U; |=#(ny), U; |— #(xP); Hy : S |=#(n2), Uj |=
ki
#(yP) H3:U; |= U, <—> RC; Hy: RC |=U; «<— RC;
ki j k;
U |1=U; = Sj, He:S;|=S; <L RC;
:RC|=S; <—> RC; Hg: Ui |=RC 1= S I~ X
SK
H9.Sj |=RC& Ui~ X; Hio:U; |=S; 1= Ui < Sj;
SK
1:Sj 1=Ui 1= U; < §j;
kij
Hi:S8j|=RC = U; < S;.
The idealized form of the proposed protocol is analyzed based
on the BAN logic rules and the assumptions. The main proofs

are stated as follows:
From message M;, we have

S1:RC <(C1,X,h,SIDj,sj,n3) kj

j<—RC

From H7, S; and Rule(1), we have,
$2:RC |=S8; |~ (C1,X,h1,S81Dj,sj,n2).

From message M1, we have,

K
S3: RC < (ID;, SID;,sj,n1,X,U; <> RC) . .
U;j<—RC
From Hj, S3 and Rule(1), we also have,
K
S4: RC |=U; |~ (ID;, SIDj,s;,n1, X, Ui <> RC).

From message M3, we have,

ki j
<h25C3’S1Dj>UZ‘ij»X»n2> kj

Sj<LrC

Ss : Sj <
From Hg, S5 and Rule(1), we obtain,

ki, j
Se:Sj |= RC |~ (hy,C3, SID;, Ui =% S;, X, n3).
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From Hj, S, Rule(2) and Rule(4), we get,

ki, j
S;:8; |=RC|=U; = 5.
Again, from Hyy, S7 and Rule(3), we have,

ki
Sg:S; |= Ui = S;(Goal G).
From message M4, we get,

So:U; <(SIDj,sj,h1,X,Y,U; & S;) ki
Ui =S;

From Hs, Sg and Rule(1), we get
Si0: Ui |= S; |~ (SIDj,sj, hi, X, Y, U; <5 ;).
From Hi, S109, Rule(2) and Rule(4), we have,
S iU |=8; 1= Ui <5 §;(Goal Gy).
From Hjg, S11 and Rule(3), we obtain,
S U |= Ui 25 5;(Goal G3).
From message Ms, we get,

S13:8; < (SID;, X,Y,U; ﬁ) Sj) ki,
Ui =S;

From Sg, S13 and Rule(1), we also get,
Si4:S; |= Ui |~ (SIDj, X, Y, U; <5 s)).
From Hj, Si4, Rule(2) and Rule(4), we obtain,
$15.5; |= Ui |= Uy 25 $;(Goal Gy)
Finally, from Hiy, Si5, and Rule(3), we have,
Si6 1 Sj |= Ui <5 $;(Goal Gs).

B. Other Possible Attacks

In this section, we show informally that our scheme has the
ability to resist the various possible known attacks.

1) Privileged Insider Attack: As in He-Wang’s scheme, in
the registration phase of our scheme, a legal user U; sends
the identity I D; and the pseudo-password H (pw;||o;) instead
of sending the direct password pw; in plaintext. Due to
the difficulty of inverting one-way hash function H(-) and
guessing biometrics B; of the user U;, it is computationally
hard for the insider to derive the password pw;. Hence, our

scheme is secure against the privileged insider attack.
2) Password Guessing Attack: In our scheme, the password

pw; of a user U; is involved in z; = k; & H(pw;||o;) and
s;i = H(k;||ID;||H(pwillo;)), which are stored in the smart
card SC;. Assume that an adversary .4 has the lost/stolen
smart card SC; of the user U;. Then, using the power analysis
attacks [27], [28], A can extract all the information from
SC; including z; and s;. However, guessing password pw;
without knowing the biometric B; and identity ID; is a
computationally infeasible problem for A. Since biometrics
keys cannot be lost/forgotten, it is hard to forge and also
it is difficult to copy [24], [35], A has no ability to derive
the password pw; from the stolen/lost smart card SC;. Thus,
our scheme is secure against offline password guessing attack
through the stolen/lost smart card attack.

1963

3) Strong User Anonymity: In our scheme, the identity I D;
of alegal user U; isincludedin C; = Ek, [ID;, SIDj, s, n1]
of the message M, where K1 = H (x;||ki||n1)Ppup = kX.
An adversary A requires either the pair (k;, x;) or secret
key k of the RC to compute K;. The adversary .4 has no
ability to compute the identity ID;, even if he/she knows
the temporary information x; and n; without knowledge of
either k; or k due to the difficulty of solving ECDLP and
CDHP (provided in Definitions 1 and 2). Moreover, I D; is not
revealed to a server S;, instead the user U; shares k; ; through
the RC. Thus, our scheme provides the strong user anonymity
property.

4) Mutual Authentication: From the goals G3-Gs5 in
Section VI-A, it is proved that in our scheme, a user U;
and a server §; mutually authenticate each other. Also, the
registration center RC authenticates both U; and §; based
on their identities. Therefore, our scheme achieves the mutual
authentication.

5) Server Spoofing Attack: To impersonate a server S;
to the user U; and the RC, an adversary .4 needs
to generate the valid C; = EH(k_,th)[nz] and hy =
H(C1||X||h1]1SIDj|lk;jl|s;|ln2) for the message M> to get
C3 = EH(kj”hl”nz)[SIDj||k,-,j] for the message M3. It is clear
that the attacker .4, in this case, cannot succeed without having
the valid tuple (SIDj, k;, s;) due to the difficulty of inverting
a one-way hash function H(-). As a result, our scheme has
the ability to resist the server spoofing attack.

6) Stolen Verifier Attack: In the registration phase of
our scheme, the RC stores the identity information
{H(ID;||k),r;} of a legal user U;. Since it is masked with
RC’s secret key k using a secure one-way hash function H (-),
deriving I D; is computationally infeasible. Hence, our scheme
is secure against stolen verifier attack.

7) Perfect Forward Secrecy: Perfect forward secrecy
ensures that an adversary A cannot compute the session
keys generated in previous sessions, even if he/she gets all
participants’ secret keys. In our scheme, the session key
SK = H(yXllkijllsj) = H(Hxillkilln1)Pllki jlls;) is
computed using the session random numbers x;, n; and y
chosen by U; and S;. Thus, even if all participants’ secret
keys compromised, it is computationally infeasible for the
adversary A to compute SK without knowing x;, n1 and y due
to the collision-resistant property of the one-way hash
function H(-) (provided in Definition 3) and the difficulty
to solve ECDLP (provided in Definition 1). As a result, our
scheme provides the perfect forward secrecy.

8) Known Session-Specific Temporary Information Attack:
Our scheme successfully prevents this attack as follows.

From the goal Gj, we achieve U; kéj S;, where
kij = H(kl||Killni) = H(ki||H(xillkilln1)Ppupllni) =
H(H(IDil||k||ril|H (ID;||k))||kX||n1). Clearly, even if an
attacker A knows the temporary information x; and np, he/she
cannot compute k; ; without having the knowledge of either
k; or k. In this way, our scheme overcomes the drawbacks
found in He-Wang’s scheme. Moreover, without revealing the
identity I D; of the user U; to the server S;, S; authenticates
U; through the registration center RC, whereas He-Wang’s
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scheme reveals the identity /D; to the server §; and with
the known session-specific temporary information, the adver-
sary A is successful in the reply attack.

9) Reply  Attack: Suppose  an adversary A
intercepts the message M) = {C1,X,h1}, where
X = xP, C = Ek, [UD;,SIDj,sj,n1] and
hy = HUD;||SIDjl|s;lInt|lk;||1X||K1), and replies this

message to the server S;. However, the adversary A cannot
compute the valid hs = H(SID;|lk; ;|| X||Y]||SK) without
knowing k;, x; and n;. Therefore, A cannot succeed by
replying with the intercepted message M;. Hence, our
scheme protects the replay attack.

10) Impersonation Attack: An adversary A does not have
any means to get a user (or server) information in order to
authenticate at the RC and also to establish a session key
with the server (or the user). Moreover, the RC authenticates
a user U; and a server §; separately as the server S; needs
to provide two valid factors SID; and s; along with the
secret key k;. Thus, our scheme has the ability to prevent
the impersonation attack.

11) Man-in-the-Middle Attack: In this attack, an attacker
A may try to impersonate a valid user U; or server S;
by intercepting the messages. However, in our scheme the
RC authenticates both U; and S; separately, and also
Ui and S; authenticate each other with the presence of
the trusted RC. Hence, our scheme is secure against
man-in-the-middle attack.

C. Simulation for Formal Security Verification
Using AVISPA Tool

In addition to the informal and formal security analysis, we
provide the simulation results for our scheme using the widely-
accepted and used AVISPA (Automated Validation of Internet
Security Protocols and Applications) tool [46], [47]. It is a
tool for the automated validation of Internet security-sensitive
protocols and applications. It consists of the following
four backends: (a) On-the-fly-Model-Checker (OFMC),
(b) Constraint Logic based Attack Searcher (CL-AtSe),
(¢) SAT-based Model-Checker (SATMC), and (d) Tree
Automata based on Automatic Approximations for the
Analysis of Security Protocols (TA4SP). The implemen-
tation of our scheme in HLPSL (High Level Protocol
Specification Language) used in AVISPA, and the details
of AVISPA architecture and HLPSL are provided in the
supplementary material. We have simulated our scheme using
the widely-accepted OFMC backend [48] for the formal secu-
rity verification, and the results are shown in Figure 1. The
results clearly demonstrate that our scheme is secure.

VII. PERFORMANCE COMPARISON

In this section, we only compare the performance of our
scheme with He-Wang’s scheme [23], because we have pointed
out the security pitfalls of He-Wang’s scheme and then pro-
posed a new scheme to withstand those security pitfalls found
in their scheme.

As in [23], we also assume that the length of the identity
ID;, the output size of hash function H(-) (for example,
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Fig. 1. The result of the analysis using OFMC backend of our scheme.

TABLE VIII
COMPARISON OF COMMUNICATION COST

[ | He-Wang [23] [ Ours |

Server registration phase 192 bits 352 bits
User registration phase 192 bits 512 bits
Login and authentication phases 3520 bits 2944 bits

SHA-1 [49]), and an elliptic curve point P = (P, P))
are 32 bits, 160 bits, and 320 bits, respectively. In addi-
tion, we assume that the block size of symmetric encryp-
tion/decryption (for example, AES [50]) is 128 bits and a
random number/nonce is 128 bits. The communication cost
for the server registration phase for sending the identity SID;
and receiving the pair (k;, s;) is 324 (160 + 160) = 352 bits.
To separately identify a server S; at the RC, our scheme
requires extra 160 bits for s; in the server registration phase.
The communication cost for the user registration phase for
sending the pair (ID;, H(pw;||o;)) and receiving the pair
(zi, si) becomes (32 4+ 160) + (160 + 160) = 512 bits.
Since the user U; receives the smart card SC; before the
registration, our scheme requires extra 320 bits to receive
z; and s; instead of receiving SC; as in He-Wang’s scheme.
During the login phase, and authentication and key agreement
phase, our scheme requires (3 x 128) + 3204 160 = 864 bits,
(3 x 128) 4320+ 160+ 128 + 160 = 1152 bits, 1284+ 160 =
288 bits, 320 + 160 = 480 bits, and 160 bits for the messages
M ={Ci, X, h}, M2 ={C1, X, hy, C2, ha}, M3 = {C3, h3},
My = {Y, ha} and Ms = {hs}, respectively. Therefore, the
total communication cost required in the login phase, and
authentication and key agreement phase of our scheme is
2944 bits, whereas He-Wang’s scheme requires 3520 bits.
Since the user and server registration phases are one-time,
our scheme significantly reduces the communication cost in
the login phase, and authentication and key agreement phase
as compared to He-Wang’s scheme as shown in Table VIII.
We have compared the computational costs of our scheme
with He-Wang’s scheme in Table IX. Let Ty, Tq and
Ty denote the time to execute a one-way hash function,
a symmetric key encryption/decryption and an elliptic curve
point multiplication, respectively. According to the results
reported in [51], Ty =~ 0.0023ms, T =~ 0.0046ms and
Ty ~ 2.226ms. From Table IX, we see that the computational
costs required during the login phase, and authentication and
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TABLE IX
COMPARISON OF COMPUTATIONAL COST

He-Wang [23] | Ours |

User (U;) 3TN + 7Ty 3T + 7Ty + 1Tq
Server (S;) 3T + 5Ty 2Ty + 6Ty + 2Tq
RC 2T + 9Ty 1Ty + 11Ty + 3Tq
Total cost 8T + 21Ty | 6Ty + 24Ty + 6T
Total execution time | 17.8563ms 13.4388ms

TABLE X

COMPARISON OF FUNCTIONALITY FEATURES

[ | He-Wang [23] [ Ours |

Provides mutual authentication Yes Yes
Requires identity-verification table No Yes
Server spoofing attack resistance Yes Yes
Stolen verifier attack resistance Yes Yes
Privileged insider attack resistance Yes Yes
Password guessing attack resistance Yes Yes
Stolen/lost smart card attack resistance Yes Yes
Provides strong user anonymity No Yes
Provides perfect forward secrecy Yes Yes
Known session-specific temporary informa- | No Yes
tion attack resistance

Provides SK-security No Yes
Impersonation attack resistance No Yes
Reply attack resistance No Yes
Man-in-the-middle attack resistance Yes Yes
Provision for revocation and re-registration | No Yes
Free from denial of service attack No Yes
Wrong password login Yes No
Drawback in password change phase Yes No

key establishment phase of our scheme for the user U;, server
S; and RC are 3Ty + 7Ty + 1Tq, 2Ty + 6Ty + 2Tq, and
1Ty + 11Ty + 3Tq, respectively. The total computational cost
is then 6Tys + 24Ty + 6Tq. According to the execution time
for different operations given in [51], the approximate time
to execute our scheme is 13.4388ms, whereas He-Wang’s
scheme requires 17.8563ms. Thus, our scheme also signifi-
cantly reduces the computational costs during the login phase,
and authentication and key agreement phase as compared to
those for He-Wang’s scheme.

Finally, in Table X, we have shown the functionality analysis
of our scheme with He-Wang’s scheme. It is observed that our
scheme outperforms as compared to He-Wang’s scheme as our
scheme supports extra features listed in this table and is also
more secure than He-Wang’s scheme. As a result, our scheme
is much suitable for practical applications as compared to the
recently proposed He-Wang’s scheme.

VIII. CONCLUSION

In this paper, we have first reviewed the recently proposed
He-Wang’s scheme and then shown that their scheme is
vulnerable to the known session-specific temporary infor-
mation attack and thus, their scheme fails to prevent reply
attack and cannot provide strong user anonymity. Also, we
have demonstrated the drawbacks in He-Wang’s scheme while
distributing the static authentication parameters and with the
wrong password entry. To withstand these drawbacks, we
have proposed a novel and efficient multi-server authentication
protocol using biometric-based smart card and ECC. We have
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shown that our scheme is secure and provides more functional-
ities as compared to He-Wang’s scheme. Using the BAN logic,
we have proved that our scheme provides secure authentication
through the formal security analysis. We have further simu-
lated our scheme for the formal security verification using the
widely-accepted AVISPA tool, and shown that our scheme is
secure. In addition, through the informal security analysis, we
have shown that our scheme is secure against various known
attacks. Our scheme thus provides high security along with low
communication cost, computational cost, and offers a variety
of features. As a result, our scheme is particularly suitable for
battery-limited mobile devices.
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