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Privacy-Preserving and Content-Protecting
Location Based Queries
Russell Paulet, Md. Golam Kaosar, Xun Yi, and Elisa Bertino, Fellow, IEEE
Abstract—In this paper we present a solution to one of the location-based query problems. This problem is defined as follows: (i) a
user wants to query a database of location data, known as Points Of Interest (POIs), and does not want to reveal his/her location to
the server due to privacy concerns; (ii) the owner of the location data, that is, the location server, does not want to simply distribute its
data to all users. The location server desires to have some control over its data, since the data is its asset. We propose a major
enhancement upon previous solutions by introducing a two stage approach, where the first step is based on Oblivious Transfer and
the second step is based on Private Information Retrieval, to achieve a secure solution for both parties. The solution we present is
efficient and practical in many scenarios. We implement our solution on a desktop machine and a mobile device to assess the
efficiency of our protocol. We also introduce a security model and analyse the security in the context of our protocol. Finally, we
highlight a security weakness of our previous work and present a solution to overcome it.
Index Terms—Location based query, private query, private information retrieval, oblivious transfer

1

I NTRODUCTION

A

LOCATION based service (LBS) is an information,
entertainment and utility service generally accessible
by mobile devices such as, mobile phones, GPS devices,
pocket PCs, and operating through a mobile network. A
LBS can offer many services to the users based on the
geographical position of their mobile device. The services
provided by a LBS are typically based on a point of interest
database. By retrieving the Points Of Interest (POIs) from
the database server, the user can get answers to various
location based queries, which include but are not limited
to - discovering the nearest ATM machine, gas station, hospital, or police station. In recent years there has been a
dramatic increase in the number of mobile devices querying
location servers for information about POIs. Among many
challenging barriers to the wide deployment of such application, privacy assurance is a major issue. For instance,
users may feel reluctant to disclose their locations to the
LBS, because it may be possible for a location server to
learn who is making a certain query by linking these locations with a residential phone book database, since users
are likely to perform many queries from home.
The Location Server (LS), which offers some LBS, spends
its resources to compile information about various interesting POIs. Hence, it is expected that the LS would not
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disclose any information without fees. Therefore the LBS
has to ensure that LS’s data is not accessed by any unauthorized user. During the process of transmission the users
should not be allowed to discover any information for
which they have not paid. It is thus crucial that solutions
be devised that address the privacy of the users issuing
queries, but also prevent users from accessing content to
which they do not have authorization.

1.1 Related Work
The first solution to the problem was proposed by
Beresford [3], in which the privacy of the user is maintained
by constantly changing the user’s name or pseudonym
within some mix-zone. It can be shown that, due to the
nature of the data being exchanged between the user and
the server, the frequent changing of the user’s name provides little protection for the user’s privacy. A more recent
investigation of the mix-zone approach has been applied to
road networks [29]. They investigated the required number
of users to satisfy the unlinkability property when there are
repeated queries over an interval. This requires careful control of how many users are contained within the mix-zone,
which is difficult to achieve in practice.
A complementary technique to the mix-zone approach
is based on k-anonymity [4], [10], [16]. The concept of
k-anonymity was introduced as a method for preserving privacy when releasing sensitive records [32]. This
is achieved by generalisation and suppression algorithms
to ensure that a record could not be distinguished from
(k − 1) other records. The solutions for LBS use a trusted
anonymiser to provide anonymity for the location data,
such that the location data of a user cannot be distinguished
from (k − 1) other users.
An enhanced trusted anonymiser approach has also been
proposed, which allows the users to set their level of privacy based on the value of k [24], [25]. This means that,
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given the overhead of the anonymiser, a small value of
k could be used to increase the efficiency. Conversely, a
large value of k could be chosen to improve the privacy,
if the users felt that their position data could be used maliciously. Choosing a value for k, however, seems unnatural.
There have been efforts to make the process less artificial by adding the concept of feeling-based privacy [23],
[33]. Instead of specifying a k, they propose that the user
specifies a cloaking region that they feel will protect their
privacy, and the system sets the number of cells for the
region based on the popularity of the area. The popularity
is computed by using historical footprint database that the
server collected.
New privacy metrics have been proposed that captures
the users’ privacy with respect to LBSs [5]. The authors
begin by analysing the shortcomings of simple k-anonymity
in the context of location queries. Next, they propose
privacy metrics that enables the users to specify values
that better match their query privacy requirements. From
these privacy metrics they also propose spatial generalisation algorithms that coincide with the user’s privacy
requirements.
Methods have also been proposed to confuse and distort
the location data, which include path and position confusion. Path confusion was presented by Hoh and Gruteser
[18]. The basic idea is to add uncertainty to the location data
of the users at the points the paths of the users cross, making it hard to trace users based on raw location data that
was k-anonymised. Position confusion has also been proposed as an approach to provide privacy [19], [25]. The idea
is for the trusted anonymiser to group the users according
to a cloaking region (CR), thus making it harder for the LS
to identify an individual. A common problem with general
CR techniques is that there may exist some semantic information about the geography of a location that gives away
the user’s location. For example, it would not make sense
for a user to be on the water without some kind of boat.
Also, different people may find certain places sensitive.
Damiani et al. have presented a framework that consists
of a obfuscation engine that takes a users profile, which
contains places that the user deems sensitive, and outputs
obfuscated locations based on aggregating algorithms [7].
As solutions based on the use of a central anonymiser
are not practical, Hashem and Kulik presented a scheme
whereby a group of trusted users construct an ad-hoc network and the task of querying the LS is delegated to a single
user [17]. This idea improves on the previous work by the
fact that there is no single point of failure. If a user that is
querying the LS suddenly goes offline, then another candidate can be easily found. However, generating a trusted adhoc network in a real world scenario is not always possible.
Another method for avoiding the use of a trusted
anonymiser is to use ‘dummy’ locations [8], [20]. The basic
idea is to confuse the location of the user by sending many
random other locations to the server, such that the server
cannot distinguish the actual location from the fake locations. This incurs both processing and communication overhead for the user device. The user has to randomly choose
a set of fake locations as well as transmitting them over a
network, wasting bandwidth. We refer the interested reader
to Krumm [21], for a more detailed survey in this area.
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Most of the previously discussed issues are solved with
the introduction of a private information retrieval (PIR)
location scheme [14]. The basic idea is to employ PIR to
enable the user to query the location database without compromising the privacy of the query. Generally speaking, PIR
schemes allow a user to retrieve data (bit or block) from a
database, without disclosing the index of the data to be
retrieved to the database server [6]. Ghinita et al. used a
variant of PIR which is based on the quadratic residuosity
problem [22]. Basically the quadratic residuosity problem
states that is computationally hard to determine whether a
number is a quadratic residue of some composite modulus
n (x2 = q (mod n)), where the factorisation of n is unknown.
This idea was extended to provide database protection
[12], [13]. This protocol consists of two stages. In the first
stage, the user and server use homomorphic encryption to
allow the user to privately determine whether his/her location is contained within a cell, without disclosing his/her
coordinates to the server. In the second stage, PIR is used
to retrieve the data contained within the appropriate cell.
The homomorphic encryption scheme used to privately
compare two integers is the Paillier encryption scheme [27].
The Paillier encryption scheme is known to be additively
homomorphic and multiplicatively-by-a-constant homomorphic. This means that we can add or scale numbers
even when all numbers are encrypted. Both features are
used to determine the sign (most significant bit) of (a − b),
and hence the user is able to determine the cell in which
he/she is located, without disclosing his/her location.

1.2 Our Contributions
In this paper, we propose a novel protocol for location
based queries that has major performance improvements
with respect to the approach by Ghinita at el. [12] and [13].
Like such protocol, our protocol is organized according to
two stages. In the first stage, the user privately determines
his/her location within a public grid, using oblivious transfer. This data contains both the ID and associated symmetric
key for the block of data in the private grid. In the second
stage, the user executes a communicational efficient PIR
[11], to retrieve the appropriate block in the private grid.
This block is decrypted using the symmetric key obtained
in the previous stage.
Our protocol thus provides protection for both the user
and the server. The user is protected because the server is
unable to determine his/her location. Similarly, the server’s
data is protected since a malicious user can only decrypt
the block of data obtained by PIR with the encryption key
acquired in the previous stage. In other words, users cannot gain any more data than what they have paid for. We
remark that this paper is an enhancement of a previous
work [28]. In particular, the following contributions are
made.
1)
2)
3)

Redesigned the key structure
Added a formal security model
Implemented the solution on both a mobile device
and desktop machine
As with our previous work, the implementation
demonstrates the efficiency and practicality of our
approach.
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1.3 Paper Organization
The rest of the paper is organised as follows. Section 2
presents the protocol model and other preliminaries.
Section 3 presents and describes our proposed protocol.
Section 4 analyses the security of the protocol. Section 5
analyses the performance and efficiency of the protocol.
Section 6 reports the performance results of a working
prototype using two platforms: a desktop and a mobile,
and discusses feasibility. Section 7 summarises the key
contributions of this paper and future directions.

2

P ROTOCOL M ODEL

Before describing our protocol we introduce the system
model, which defines the major entities and their roles. The
description of the protocol model begins with the notations
and system parameters of our solution.

2.1 Notations
Let x ← y be the assignment of the value of variable y to
variable x and E ⇐ v be the transfer of the variable v to
entity E. Denote the ElGamal [9] encryption of message m
as E(m, y) = A = (A1 , A2 ) = (gr , gm yr ), where g is a generator of group G, y is the public key of the form y = gx , and
r is chosen at random. This will be used as a basis for constructing an adaptive oblivious transfer scheme [26]. Note
that A is a vector, while A1 , A2 are elements of the vector. The cyclic group G0 is a multiplicative subgroup of
the finite field Fp , where p is a large prime number and
q is a prime that divides (p − 1). Let g0 be a generator of
group G0 , with order q. Let G1 be a multiplicative subgroup
of finite field Fq , with distinct generators g1 and g2 where
both have prime order q |(q − 1). Based on this definition,
groups G0 and G1 can then be linked together and have the
gx g

y

form g01 2 , where x and y are variable integers. This will
be used in our application to generate an ElGamal cryptosystem instance in group G1 . We denote |p| to be the bit
length of p, ⊕ to be the exclusive OR operator, a||b to be
the concatenation of a and b, and |g| to be the order of
generator g.
We require for security reasons, that |q | = 1024 and p has
the form p = 2q + 1. We also require that the parameters
G0 , g0 , G1 , g1 , g2 , p, q be fixed for the duration of a round
of our protocol and be made publicly accessible to every
entity in our protocol.

2.2 System Model
The system model consists of three types of entities (see
Fig. 1): the set of users1 who wish to access location data
U, a mobile service provider SP, and a location server LS.
From the point of view of a user, the SP and LS will compose a server, which will serve both functions. The user
does not need to be concerned with the specifics of the
communication.
The users in our model use some location-based service
provided by the location server LS. For example, what is
1. In this paper we use the term “user” to refer to the entity issuing
queries and retrieving query results. In most cases, such user is a client
software executing on behalf of a human user.

Fig. 1. System model.

the nearest ATM or restaurant? The purpose of the mobile
service provider SP is to establish and maintain the communication between the location server and the user. The
location server LS owns a set of POI records ri for 1 ≤ ri ≤ ρ.
Each record describes a POI, giving GPS coordinates to its
location (xgps , ygps ), and a description or name about what
is at the location.
We reasonably assume that the mobile service provider
SP is a passive entity and is not allowed to collude with
the LS. We make this assumption because the SP can determine the whereabouts of a mobile device, which, if allowed
to collude with the LS, completely subverts any method
for privacy. There is simply no technological method for
preventing this attack. As a consequence of this assumption, the user is able to either use GPS (Global Positioning
System) or the mobile service provider to acquire his/her
coordinates.
Since we are assuming that the mobile service provider
SP is trusted to maintain the connection, we consider only
two possible adversaries. One for each communication
direction. We consider the case in which the user is the
adversary and tries to obtain more than he/she is allowed.
Next we consider the case in which the location server LS
is the adversary, and tries to uniquely associate a user with
a grid coordinate.

2.3 Security Model
Before we define the security of our protocol, we introduce
the concept of k out of N adaptive oblivious transfer as
follows.
Definition 1.•(k out of N adaptive oblivious transfer
N ) [26]). OT N protocols contain two phases, for initial(OTk×1
k×1
ization and for transfer. The initialization phase is run by the
sender (Bob) who owns the N data elements X1 , X2 , . . . , XN .
Bob typically computes a commitment to each of the N data
elements, with a total overhead of O(N). He then sends the
commitments to the receiver (Alice). The transfer phase is used
to transmit a single data element to Alice. At the beginning of
each transfer Alice has an input I, and her output at the end
N
protocol
of the phase should be data element XI . An OTk×1
supports up to k successive transfer phases.
Built on the above definition, our protocol is composed
of initialisation phase and transfer phase. We will now outline the steps required for the phases and then we will
formally define the security of these phases.
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Our initialisation phase is run by the sender (server),
who owns a database of location data records and a 2dimensional key matrix Km×n , where m and n are rows and
columns respectfully. An element in the key matrix is referenced as ki,j . Each ki,j in the key matrix uniquely encrypts
c
c
one record. A set of prime powers S = {p11 , . . . , pNN }, where
N is the number of blocks, is available to the public. Each
element in S the pi is a prime and ci is a small natural
c
number such that pi i is greater than the block size (where
each block contains a number of POI records). We require,
for convenience that the elements of S follow a predictable
pattern. In addition, the server sets up a common security
parameter k for the system.
Our transfer phase is constructed using six algorithms:
QG1,RG1,RR1,QG2,RG2,RR2. The first three compose the
first phase (Oblivious Transfer Phase), while the last three
compose the second phase (Private Information Retrieval
Phase). The following six algorithms are executed sequentially and are formally described as follows.
Oblivious Transfer Phase
QueryGeneration1 (Client) (QG1):
Takes as input indices i, j, and the dimensions of the
key matrix m, n, and outputs a query Q1 and secret
s1 , denoted as (Q1 , s1 ) = QG1 (i, j, m, n).
2) ResponseGeneration1 (Server) (RG1):
Takes as input the key matrix Km×n , and the query
Q1 , and outputs a response R1 , denoted as (R1 ) =
RG1 (Km×n , Q1 ).
3) ResponseRetrieval1 (Client) (RR1):
Takes as input indices i, j, the dimensions of the
key matrix m, n, the query Q1 and the secret
s1 , and the response R1 , and outputs a cellkey ki,j and cell-id IDi,j , denoted as (ki,j , IDi,j ) =
RR1 (i, j, m, n, (Q1 , s1 ), R1 ).
Private Information Retrieval Phase
1)

4)

QueryGeneration2 (Client) (QG2):
Takes as input the cell-id IDi,j , and the set of prime
powers S , and outputs a query Q2 and secret s2 ,
denoted as (Q2 , s2 ) = QG2 (IDi,j , S ).
5) ResponseGeneration2 (Server) (RG2):
Takes as input the database D, the query Q2 , and
the set of prime powers S , and outputs a response
R2 , denoted as (R2 ) = RG2 (D, Q2 , S ).
6) ResponseRetrieval2 (Client) (RR2):
Takes as input the cell-key ki,j and cell-id IDi,j ,
the query Q2 and secret s2 , the response R2 ,
and outputs the data d, denoted as (d) =
RR2 (ki,j , IDi,j , (Q2 , s2 ), R2 ).
Our transfer phase can be repeatedly used to retrieve
points of interest from the location database.
With these functions described, we can build security
definitions for both the client and server [11], [26].
Definition 2.•(Client’s Security (Indistinguishability) [26]).
N protocol, for any step 1 ≤ t ≤ k, for any previous
In a OTk×1
items I1 , . . . , It−1 that the receiver has obtained in the first
t-1 transfers, for any 1 ≤ It , It ≤ N and for any probabilistic
polynomial time B executing the server’s part, the views that
B sees in case the client tries to obtain XIt and in the case the
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Fig. 2. High level overview of the protocol.

client tries to obtain XIt are computationally indistinguishable
given X1 , X2 , . . . , XN .
Definition 3.•(Server’s Security (Comparison with Ideal
N
Model) [26]). We compare a OTk×1
protocol to the ideal
implementation, using a trusted third party that gets the
server’s input X1 , X2 , . . . , XN and the client’s requests and
gives the client the data elements she has requested. For every
probabilistic polynomial-time machine A substituting the
client, there exists a probabilistic polynomial-time machine A
that plays the receiver’s role in the ideal model such that the
outputs of A and A are computationally indistinguishable.

3

P ROTOCOL D ESCRIPTION

We now describe our protocol. We first give a protocol
summary to contextualise the proposed solution and then
describe the solution’s protocol in more detail.

3.1 Protocol Summary
The ultimate goal of our protocol is to obtain a set (block)
of POI records from the LS, which are close to the user’s
position, without compromising the privacy of the user or
the data stored at the server. We achieve this by applying a two stage approach shown in Fig. 2. The first stage
is based on a two-dimensional oblivious transfer [26] and
the second stage is based on a communicationally efficient PIR [11]. The oblivious transfer based protocol is
used by the user to obtain the cell ID, where the user is
located, and the corresponding symmetric key. The knowledge of the cell ID and the symmetric key is then used in
the PIR based protocol to obtain and decrypt the location
data.
The user determines his/her location within a publicly
generated grid P by using his/her GPS coordinates and
forms an oblivious transfer query2 . The minimum dimensions of the public grid are defined by the server and are
made available to all users of the system. This public grid
superimposes over the privately partitioned grid generated
by the location server’s POI records, such that for each cell
Qi,j in the server’s partition there is at least one Pi,j cell
from the public grid. This is illustrated in Fig. 3.
Since PIR does not require that a user is constrained
to obtain only one bit/block, the location server needs to
implement some protection for its records. This is achieved
by encrypting each record in the POI database with a
2. An oblivious transfer query is such that a server cannot learn the
user’s query, while the user cannot gain more than they are entitled.
This is similar to PIR, but oblivious transfer requires protection for the
user and server. PIR only requires that the user is protected.
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Fig. 3. Public grid superimposed over the private grid.

key using a symmetric key algorithm, where the key for
encryption is the same key used for decryption. This key
is augmented with the cell info data retrieved by the oblivious transfer query. Hence, even if the user uses PIR to
obtain more than one record, the data will be meaningless
resulting in improved security for the server’s database.
Before we describe the protocol in detail, we describe some
initialisation performed by both parties.

3.2 Initialization
A user u from the set of users U initiates the protocol
process by deciding a suitable square cloaking region CR,
which contains his/her location. All user queries will be
with respect to this cloaking region. The user also decides
on the accuracy of this cloaking region by how many cells
are contained within it, whose size cannot be smaller than
the minimum size defined by the location server. which
is at least the minimum size defined by the server. This
information is combined with the dimensions of the CR to
form the public grid P and submitted to the location server,
which partitions its records or superimposes it over prepartitioned records (see Fig. 3). This partition is denoted Q
(note that the cells don’t necessarily need to be the same
size as the cells of P). Each cell in the partition Q must have
the same number rmax of POI records. Any variation in this
number could lead to the server identifying the user. If this
constraint cannot be satisfied, then dummy records can be
used to make sure each cell has the same amount of data.
We assume that the LS does not populate the private grid
with misleading or incorrect data, since such action would
result in the loss of business under a payment model.
Next, the server encrypts each record ri within each cell
of Q, Qi,j , with an associated symmetric key ki,j . The encryption keys are stored in a small (virtual) database table that
associates each cell in the public grid P, Pi,j , with both a
cell in the private grid Qi,j and corresponding symmetric
key ki,j . This is shown by Fig. 4.
The server then processes the encrypted records within
each cell Qi,j such that the user can use an efficient PIR
[11], to query the records. Using the private partition Q,
the server represents each associated (encrypted) data as
an integer Ci , with respect to the cloaking region. For
each Ci , the server chooses a set of unique prime powc
ers πi = pi i , such that Ci < πi . We note that the ci in the
exponent must be small for the protocol to work efficiently.
Finally, the server uses the Chinese Remainder Theorem to

find the smallest integer e such that e = Ci (mod πi ) for all
Ci . The integer e effectively represents the database. Once
the initialisation is complete, the user can proceed to query
the location server for POI records.

3.3 Oblivious Transfer Phase
The purpose of this protocol is for the user to obtain
one and only one record from the cell in the public grid
P, shown in Fig. 4. We achieve this by constructing a
2-dimensional oblivious transfer, based on the ElGamal
oblivious transfer [2], using adaptive oblivious transfer
proposed by Naor et al. [26].
The public grid P, known by both parties, has m columns
and n rows. Each cell in P contains a symmetric key ki,j
and a cell id in grid Q or (IDQi,j , ki,j ), which can be represented by a stream of bits Xi,j . The user determines his/her
i, j coordinates in the public grid which is used to acquire
the data from the cell within the grid. The protocol is initialised by the server by generating m × n keys of the form
R

Cj

g ig
g01 2

. We remark that this key structure of this form is an
enhancement from [28], as the client doesn’t have access to
the individual components of the key. This initialisation is
presented in Algorithm 1.
Algorithm 1 is executed once and the output
Y1,1 , . . . , Ym,n is sent to the user. At which point, the
user can query this information using the indices i, and j,
as input. This protocol is presented in Algorithm 2.
At the conclusion of the protocol presented by
Algorithm 2, the user has the information to query the
location server for the associated block.
Theorem 1 (Correctness). Assume that the user and server
follow Algorithms 1 and 2 correctly. Let Xi,j be the bit string
 the bit string genencoding the pair (IDQi,j , ki,j ) and let Xi,j

erated by Algorithm 2 (Step 19) as Xi,j = Yi,j ⊕ H(Ki,j ). Then
 = X .
Xi,j
i,j

 ,
Proof. We begin this proof by showing that Ki,j = Ki,j

where Ki,j is the key obtained by the user according
to the Algorithm 2 (step 18). In the initialisation algoR

g ig

Cj

rithm (1) Ki,j is calculated as Ki,j = g01 2 . At the end of
 as γ W3 W4 ,
the transfer protocol, the user computes Ki,j
where W3 can be simplified as follows when i = α.
W3 = V1,i W1



−x

1 r1
1
= g1 i rR (gα1 g−i
1 y1 ) U1,i

R
R

r

r1 r

−x

= g1 i rR (y1 1 )U1,i 1
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 . Since ⊕ is self inverse and
This proves Ki,j = Ki,j
given that Yi,j = Xi,j ⊕ H(Ki,j ), it follows that Xi,j = Yi,j ⊕
 , the user can compute
H(Ki,j ). Using knowledge of Ki,j

Xi,j , which is the same as Xi,j as desired. This completes
the proof.

R

xr1 r1

R

xr1 r1

= g1 i rR (g1
= g1 i rR (g1
=

R
g1 i rR

r1 r

)(g1 1 )−x1
−(xr1 r1 )

)(g1

)

(mod q)
Cj

By similar means we can show that W4 = g2 rC , when
j = β. So we have the following.
R

C

1/rR rC g i rR g j rC
2
1

γ W3 W4 = (g0

R Cj
g1 i g2

= g0

)

(mod p)

Fig. 4. Association between the public and private grids.

3.4 Private Information Retrieval Phase
With the knowledge about which cells are contained in the
private grid, and the knowledge of the key that encrypts
the data in the cell, the user can initiate a private information retrieval protocol with the location server to acquire
the encrypted POI data. Assuming the server has initialised
the integer e, the user ui and LS can engage in the following private information retrieval protocol using the IDQi,j ,
obtained from the execution of the previous protocol, as
input. The IDQi,j allows the user to choose the associated prime number power πi , which in turn allows the
user to query the server. The protocol is presented in
Algorithm 3.
Theorem 2. [(Correctness)] Assume that the user and the
server follow the protocol correctly, then the user successfully
acquires Ci for his/her chosen prime index.
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|g|/π

i
Proof. It is easy to see that Ci = e (mod πi ) and he = ge
.
Then Ci is the discrete logarithm of he to the base h, since
|g|/πi
ge
= ge|g|/πi = geπi |g|/πi = heπi , where eπi stands for
e (mod πi ). This completes the proof.
At the conclusion of the protocol, the user has successfully acquired the block that contain the encrypted POI
records. With the knowledge of the cell key ki,j , the user can
decrypt Ci and obtain the requested data, thus concluding
one round of the protocol. Using the same set-up, the user
can execute several more rounds very efficiently and effectively without compromising his/her privacy. Similarly,
the server’s data remains protected based on the fact the
user can only acquire one key per round. The security is
analysed in more detail next.

4

S ECURITY A NALYSIS

In this section, we analyse the security of the client and
the server. While the client does not want to give up the
privacy of his/her location, the server does not want to
disclose other records to the client. This would not make
much business sense in a variety of applications. Our analysis will be with respect to the security definitions in
Section 2.3.

4.1 Client’s Security
Fundamentally, the information that is most valuable to the
user is his/her location. This location is mapped to a cell
Pi,j . In both phases of our protocol, the oblivious transfer
based protocol and the private information retrieval based
protocol, the server must not be able to distinguish two
queries of the client from each other. We will now describe
both cases separately.
In the oblivious transfer phase, each coordinate of the
location is encrypted by the ElGamal encryption scheme,
r
r1
e.g., (g11 , g−i
1 y1 ). It has been shown that ElGamal encryption scheme is semantically secure [9]. This means that
given the encryption of one of two plaintexts m1 and m2
chosen by a challenger, the challenger cannot determine
which plaintext is encrypted, with probability significantly
greater than 1/2 (the success rate of random guessing). In
view of it, the server cannot distinguish any two queries of
the client from each other in this phase.
In the private information retrieval phase, the security
of the client is built on the Gentry-Ramzan private information retrieval protocol, which is based on the phi-hiding
(φ-hiding) assumption [11].
On the basis of the above security analysis, we can
conclude with the following theorem.
Theorem 3. Assume that the ElGamal encryption scheme is
semantically secure and the Gentry-Ramzan PIR has client
security, our protocol has client security, i.e., the server
cannot distinguish any two queries of the client from
each other.

4.2 Server’s Security
Intuitively, the server’s security requires that the client can
retrieve one record only in each query to the server, and
the server must not disclose other records to the client in the
response. Our protocol achieves the server’s security in the

oblivious transfer phase, which is built on the Naor-Pinkas
oblivious transfer protocol [26].
Our Algorithm 1 is the same as the Naor-Pinkas oblivious transfer protocol except from the one-out-of-n oblivious
transfer protocol, which is built on the ElGamal encryption
scheme. In the generation of the first response (RG1 ), the
r
α
α
rα
server computes C1,α = (A1α , gR
1 rR (g1 B1 ) ) for 1 ≤ α ≤ n,
r1

where B1 = g−i
1 y1 , and sends C1,α (1 ≤ α ≤ n) to the client.
ri r

ri r

Only when α = i, C1,i = (g1 i , g1 i rR y1 i ) is the encryption
R

r

α
α
of g1 i rR . When α = i, C1,α is the encryption of gR
1 rR g1 ,

where rα is unknown to the client. Because the discrete
r
logarithm is hard, the client cannot determine rα from A1α .

R

r

α
α
Therefore, gR
1 rR is blinded by the random factor g1 . In
Ri
view of it, the client can retrieve the useful g1 rR only from
C1,α (1 ≤ α ≤ n). Then following the Naor-Pinkas oblivious
transfer protocol, the client can retrieve the encryption key
kij only in the end of the phase.
In the private information retrieval phase, even if the
client can retrieve more than one encrypted records, he/she
can decrypt only one record with the encryption key kij
retrieved in the first phase.
Based on the above analysis, we obtain the following
result.

Theorem 4. Assume that the discrete logarithm is hard and the
Naor-Pinkas protocol is a secure oblivious transfer protocol,
our protocol has server security.
The previous solution [28] used the cell key of the form
gRi ||gCj where gRi , gCj are the row and column keys, respectively. If the user queries the database once, the user can get
one cell key only. However, if the user queries the database
twice, the user is able to get 4 cell keys. In this paper we
overcome this security weakness by using the cell key of
R

g ig

Cj

the form g01 2 , where both key components are protected
by the discrete logarithm problem.

5

P ERFORMANCE A NALYSIS

We now analyse the performance of our solution and show
that it is very practical. The performance analysis consists of
the computation analysis and the communication analysis.
We supplement this analysis with a comparison with the
protocol by Ghinita et al. [13], [14].

5.1 Computation
Since the most expensive operation in our protocol is the
modular exponentiation, we focus on minimising the number of times it is required. We assume that some components can be precomputed, and hence we only consider the
computations needed at runtime. Furthermore, we reduce
the number of exponentiations required by the PIR protocol
to the number of multiplications that are required. This will
make the computational comparison between our solution
and the solution of Ghinita et al. easier to describe.
The transfer protocol is initiated by the user, who
chooses indices i and j. According to our protocol the user
r
r1
needs to compute (A1 , B1 ) = (g11 , g−i
1 y1 ) and (A2 , B2 ) =
−j
r
r
(g22 , g2 y22 ). Since the user knows the discrete logarithm of
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TABLE 1
Stage 1 Performance Analysis Summary

both y1 and y2 (i.e. x1 and x2 respectively), the user can comr
−i+x r
pute (A1 , B1 ) and (A2 , B2 ) as (A1 , B1 ) = (g11 , g1 1 1 ) and
r2 −j+x2 r2
) respectively. Hence, the user has to
(A2 , B2 ) = (g2 , g2
compute 4 exponentiations to generate his/her query.
Upon receiving the user’s query, the server needs to

α
α
rα
compute ((A1 )rα , gR
1 rR (g1 (A2 )) ) for 1 ≤ α ≤ n and

C
β
((B1 )rβ , g2 β rC (g2 (B2 ))rβ ) for 1 ≤ β ≤ m. Since gα and gβ can
be precomputed and the server knows the discrete log of rR
and rC , the server has to compute 3n + 3m exponentiations,
plus an additional exponentiation for computing γ .
The user requires 3 additional exponentiations to determine Ki,j . After the user has determined Ki,j , he/she can
determine Xi,j and proceed with the PIR protocol. This protocol requires 3 more exponentiations, 2 performed by the
user and 1 performed by the server. In terms of multiplications, the user has to perform 2|N| operations and the
server has to perform |e| operations. The user also has to
compute the discrete logarithm base h, logh , of he . This process can be expedited by using the Pohlig-Hellman discrete
logarithm algorithm [30]. The running time of the PohligHellman algorithmis proportional to the factorisation of
√
the group order O( ri=1 ci (lg n + pi )), where r is the number of unique factors and n is the order of the group. In
c
our case, the order of the group is πi = pi i and the number of unique factors is r = 1, resulting in running time
√
O(c(lg pc + p)).
When we compare our approach with the one by Ghinita
et al. we find that our approach is computationally more
efficient. Their protocol uses the homomorphic properties of
the Paillier encryption scheme [27] in order to test whether
a user is located in a cell or not. This requires the user
to perform 4 exponentiations to compute the ciphertext of
his/her coordinates, x and y. The server then has to compute (4 × (n × m)). The user has to decrypt at most all these
ciphertexts (4 × (n × m)).
Once the user has determined his/her cell index he/she
can proceed with the PIR protocol (described in [14])
to retrieve the data. The PIR is based on the Quadratic
Residuosity Problem [22], which allows the user to privately query the database. Let t be the total number of bits
in the database, where there are a rows√and b columns.
The user and server have to compute 2( a × b) × |N|
2 and
a × b multiplications respectively. We remark that multiplying the whole database by a string of numbers, which
is required by the PIR protocol based on the quadratic
residuosity problem, is equivalent to computing ge in our

PIR protocol. The size of number e is principally defined
by the prime powers. In general, it takes about η =
N
i=1 log2 (πi ) bits to store e and we would expect to be
multiplying η/2 of the time using the square-and-multiply
method for fast exponentiation. This is roughly equivalent to a × b multiplications as required in the Ghinita
et al. protocol.

5.2 Communication
Since we require the discrete logarithm to be intractable for
security reasons, we set q to be 1024 bits, which makes p
roughly 1025 bits. Since q and p are about the same size
we set a common L as 1024 bits for analysis. In our proposed solution, the user needs 4L communications, while
the server requires 2(m + n)2L + L communications in the
oblivious transfer protocol. In the PIR protocol, the user
and server exchange one group element each.
Since the solution by Ghinita et al. uses the Paillier
encryption scheme, the size of one ciphertext in their
scheme is 2L. Based on this parameter, the user has to
submit 4L bits to the server as his/her encrypted location. Then the server has to send 4 × n × m × 2L, for the
user to determine his/her location. For the PIR
√ based on
the QRA, the user and server have to send a × b × L.
The performance analysis for stage 1 (user location test)
and stage 2 (private information retrieval) are summarised
in Tables 1 and 2 respectively, where the computation in
Table 1 is in terms of exponentiation and the computation
in Table 2 is in terms of multiplication.
When we analyse the difference in performance between
our solution and the one by Ghinita et al., we find that our
solution is more efficient. The performance of the first stage
of each protocol is about the same, except that our solution
requires O(m + n) operations while the solution by Ghinita
et al. requires O(m × n). In the second stage, our protocol is
far more efficient with respect to communication, in that it
requires the transmission of only 2 group elements whereas
the Ghinita et al. solution requires the exchange of an a × b
matrix.

6

E XPERIMENTAL E VALUATION

We implemented our location based query solution on a
platform consisting of: a desktop machine, running the
server software of our protocols; and a mobile phone,
running the client software of our protocols. For both platforms, we measured the required time for the oblivious

TABLE 2
Stage 2 Performance Analysis Summary
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TABLE 3
Oblivious Transfer Experimental Results for Desktop and
Mobile Platforms

transfer and private information retrieval protocols separately to test the performance of each protocol and the
relative performance between the two protocols. The desktop machine that was used in the experiment is equipped
with a Intel Core 2 Duo E8200 2.66GHz processor and 2GB
of RAM. The implementation on this platform was written
using Visual C++ under the Windows XP operating system. We used the Number Theory Library (NTL) [31] for
computations requiring large integers and OpenSSL [1] to
compute the SHA-1 hash.
The implementation on the mobile phone platform is
programmed using the Android Development Platform,
which is a Java-based programming environment. The
mobile device used was a Sony Xperia S with a Dual-core
1.5 GHz CPU and 1 GB of RAM. The whole solution was
executed for 100 trials, where the time taken (in seconds) for
each major component was recorded and the average time
was calculated. The parameters for our experiment were
the same on both platforms, which are described next.

6.1 Experimental Parameters
6.1.1 Oblivious Transfer Protocol
In our implementation experiment for the oblivious transfer
protocol, we generated a modified ElGamal instance with
|p| = 1024 and |q| = 160, where q|(p − 1). We also found a
generator a, and set g0 = aq (g has order q).We also set a
generator g1 , which has order q−1. We set the public matrix
P to be a 25 × 25 matrix of key and index information.
We first measured the time required to generate a matrix
of keys according to Algorithm 1. This procedure only
needs to be executed once for the lifetime of the data. There
R

Cj

g ig
g01 1

is unique3 .
is a requirement that each hash value of
We use the SHA-1 to compute the hash H(·), and we assume
that there is negligible probability that a number will repeat
in the matrix.

6.1.2 Private Information Retrieval Protocol
In the PIR protocol we fixed a 15×15 private matrix, which
contains the data owned by the server. We chose the prime
set to be the first 225 primes, starting at 3. The powers for
the primes were chosen to allow for at least a block size of
1024 bits (3647 , 5442 , . . . , 142998 ). Random values were chosen for each prime power e = Ci (mod πi ), and the Chinese
Remainder Theorem was used to determine the smallest
possible e satisfying this system of congruences.
Once the database has been initialised, the user can initiate the protocol by issuing the server his/her query. The
query consists of finding a suitable group whose order is
divisible by one of the prime powers πi . We achieve this in
3. We remark that we used one generator in G1 to simplify the
experiment.

TABLE 4
Private Information Retrieval Experimental Results for Desktop
and Mobile Platforms

a similar manner to Gentry and Ramzan [11]. We choose
primes q0 and q1 and compute “semi-safe” primes Q0 =
2q0 πi +1 and Q1 = 2q1 +1. We set the modulus as N = Q0 Q1
and group order as φ(N) = φ(Q0 Q1 ) = (Q0 − 1)(Q1 − 1).
Hence, the order φ(N) has πi as a factor. We set g to be a
quasi-generator, such that the order of g also contains πi .
In our experiment, we set |q0 | = |q1 | = 128. This results in
a modulus N which is roughly 1024 bits in length, which
is equivalent to an RSA modulus.

6.2 Experimental Results
In both phases of our solution, there are 3 major steps: the
user’s query, the server’s response, and the user decoding. Table 3 displays the average runtime on the desktop
and mobile platforms, for each component of the oblivious
transfer phase. Similarly, Table 4 presents the average times
for each component of the private information retrieval
protocol.
When we compare this outcome with our previous result
[28], we find that the protocol is still practical. For this comparison, we consider the performance of the client the most
important, since we assume that a server is very powerful. Compared with the previous work, the first stage on
the client side is 4-7 times faster, while in the second stage
the client side is 2 times slower. We must keep in mind
that the client side was implemented on a desktop machine
in the previous work, and hence made the second stage
slower. Also, we replaced the hash algorithm with an exponentiation operation that reduced the group space for gRi gCj
from 1024 to 160 bits. This security of this structure was
protected by an outer group of 1024 bits. Because the client
cannot directly access gRi gCj , since the discrete logarithm is
hard in the outer group, the client must operate in the outer
group to remove the blinding factors. This contributed to
faster execution in the first stage.

7

C ONCLUSION

In this paper we have presented a location based query
solution that employs two protocols that enables a user
to privately determine and acquire location data. The first
step is for a user to privately determine his/her location
using oblivious transfer on a public grid. The second step
involves a private information retrieval interaction that
retrieves the record with high communication efficiency.
We analysed the performance of our protocol and found
it to be both computationally and communicationally more
efficient than the solution by Ghinita et al., which is the
most recent solution. We implemented a software prototype
using a desktop machine and a mobile device. The software
prototype demonstrates that our protocol is within practical
limits.

PAULET ET AL.: PRIVACY-PRESERVING AND CONTENT-PROTECTING LOCATION BASED QUERIES

Future work will involve testing the protocol on many
different mobile devices. The mobile result we provide
may be different than other mobile devices and software
environments. Also, we need to reduce the overhead of
the primality test used in the private information retrieval
based protocol. Additionally, the problem concerning the
LS supplying misleading data to the client is also interesting. Privacy preserving reputation techniques seem a
suitable approach to address such problem. A possible
solution could integrate methods from [15]. Once suitable
strong solutions exist for the general case, they can be easily
integrated into our approach.
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