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Abstract—Data Mining has wide applications in many areas such as banking, medicine, scientific research and among government
agencies. Classification is one of the commonly used tasks in data mining applications. For the past decade, due to the rise of various
privacy issues, many theoretical and practical solutions to the classification problem have been proposed under different security
models. However, with the recent popularity of cloud computing, users now have the opportunity to outsource their data, in encrypted
form, as well as the data mining tasks to the cloud. Since the data on the cloud is in encrypted form, existing privacy-preserving
classification techniques are not applicable. In this paper, we focus on solving the classification problem over encrypted data. In
particular, we propose a secure k-NN classifier over encrypted data in the cloud. The proposed protocol protects the confidentiality of
data, privacy of user’s input query, and hides the data access patterns. To the best of our knowledge, our work is the first to develop a
secure k-NN classifier over encrypted data under the semi-honest model. Also, we empirically analyze the efficiency of our proposed
protocol using a real-world dataset under different parameter settings.
Index Terms—Security, k-NN classifier, outsourced databases, encryption

Ç
1

INTRODUCTION

R

ECENTLY,

the cloud computing paradigm [1] is revolutionizing the organizations’ way of operating their data
particularly in the way they store, access and process data.
As an emerging computing paradigm, cloud computing
attracts many organizations to consider seriously regarding
cloud potential in terms of its cost-efficiency, flexibility, and
offload of administrative overhead. Most often, organizations delegate their computational operations in addition to
their data to the cloud. Despite tremendous advantages that
the cloud offers, privacy and security issues in the cloud are
preventing companies to utilize those advantages. When
data are highly sensitive, the data need to be encrypted
before outsourcing to the cloud. However, when data are
encrypted, irrespective of the underlying encryption scheme,
performing any data mining tasks becomes very challenging
without ever decrypting the data. There are other privacy
concerns, demonstrated by the following example.
Example 1. Suppose an insurance company outsourced its
encrypted customers database and relevant data mining tasks to a cloud. When an agent from the company
wants to determine the risk level of a potential new
customer, the agent can use a classification method to
determine the risk level of the customer. First, the
agent needs to generate a data record q for the
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customer containing certain personal information of
the customer, e.g., credit score, age, marital status, etc.
Then this record can be sent to the cloud, and the
cloud will compute the class label for q. Nevertheless,
since q contains sensitive information, to protect the
customer’s privacy, q should be encrypted before sending it to the cloud.
The above example shows that data mining over
encrypted data (denoted by DMED) on a cloud also needs
to protect a user’s record when the record is a part of a data
mining process. Moreover, cloud can also derive useful and
sensitive information about the actual data items by observing the data access patterns even if the data are encrypted
[2], [3]. Therefore, the privacy/security requirements of the
DMED problem on a cloud are threefold: (1) confidentiality
of the encrypted data, (2) confidentiality of a user’s query
record, and (3) hiding data access patterns.
Existing work on privacy-preserving data mining
(PPDM) (either perturbation or secure multi-party computation (SMC) based approach) cannot solve the DMED problem. Perturbed data do not possess semantic security, so
data perturbation techniques cannot be used to encrypt
highly sensitive data. Also the perturbed data do not produce very accurate data mining results. Secure multi-party
computation based approach assumes data are distributed
and not encrypted at each participating party. In addition,
many intermediate computations are performed based on
non-encrypted data. As a result, in this paper, we proposed
novel methods to effectively solve the DMED problem
assuming that the encrypted data are outsourced to a cloud.
Specifically, we focus on the classification problem since it
is one of the most common data mining tasks. Because each
classification technique has their own advantage, to be concrete, this paper concentrates on executing the k-nearest
neighbor classification method over encrypted data in the
cloud computing environment.
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1.1 Problem Definition
Suppose Alice owns a database D of n records t1 ; . . . ; tn and
m þ 1 attributes. Let ti;j denote the jth attribute value of
record ti . Initially, Alice encrypts her database attributewise, that is, she computes Epk ðti;j Þ, for 1  i  n and
1  j  m þ 1, where column ðm þ 1Þ contains the class
labels. We assume that the underlying encryption scheme is
semantically secure [4]. Let the encrypted database be
denoted by D0 . We assume that Alice outsources D0 as well
as the future classification process to the cloud.
Let Bob be an authorized user who wants to classify his
input record q ¼ hq1 ; . . . ; qm i by applying the k-NN classification method based on D0 . We refer to such a process as
privacy-preserving k-NN (PPkNN) classification over
encrypted data in the cloud. Formally, we define the
PPkNN protocol as:
PPkNNðD0 ; qÞ ! cq ;
where cq denotes the class label for q after applying k-NN
classification method on D0 and q.

1.2 Our Contributions
In this paper, we propose a novel PPkNN protocol, a secure
k-NN classifier over semantically secure encrypted data. In
our protocol, once the encrypted data are outsourced to the
cloud, Alice does not participate in any computations.
Therefore, no information is revealed to Alice. In addition,
our protocol meets the following privacy requirements:


Contents of D or any intermediate results should not
be revealed to the cloud.
 Bob’s query q should not be revealed to the cloud.
 cq should be revealed only to Bob. Also, no other
information should be revealed to Bob.
 Data access patterns, such as the records corresponding to the k-nearest neighbors of q, should not be
revealed to Bob and the cloud (to prevent any inference attacks).
We emphasize that the intermediate results seen by the cloud
in our protocol are either newly generated randomized
encryptions or random numbers. Thus, which data records
correspond to the k-nearest neighbors and the output class
label are not known to the cloud. In addition, after sending
his encrypted query record to the cloud, Bob does not
involve in any computations. Hence, data access patterns are
further protected from Bob (see Section 5 for more details).
The rest of the paper is organized as follows. We discuss
the existing related work and some concepts as a background in Section 2. A set of privacy-preserving protocols
and their possible implementations are provided in Section
3. The formal security proofs for the mentioned privacy-preserving primitives are provided in Section 4. The proposed
PPkNN protocol is explained in detail in Section 5. Section 6
discusses the performance of the proposed protocol under
different parameter settings. We conclude the paper along
with future work in Section 7.

2

RELATED WORK AND BACKGROUND

Due to space limitations, here we briefly review the existing
related work and provide some definitions as a background.
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Please refer to our technical report [5] for a more elaborated
related work and background.
At first, it seems fully homomorphic cryptosystems (e.g.,
[6]) can solve the DMED problem since it allows a thirdparty (that hosts the encrypted data) to execute arbitrary
functions over encrypted data without ever decrypting
them. However, we stress that such techniques are very
expensive and their usage in practical applications have yet
to be explored. For example, it was shown in [7] that even
for weak security parameters one “bootstrapping” operation of the homomorphic operation would take at least
30 seconds on a high performance machine.
It is possible to use the existing secret sharing techniques
in SMC, such as Shamir’s scheme [8], to develop a PPkNN
protocol. However, our work is different from the secret
sharing based solution in the following aspect. Solutions
based on the secret sharing schemes require at least three
parties whereas our work require only two parties. For
example, the constructions based on Sharemind [9], a wellknown SMC framework which is based on the secret sharing scheme, assumes that the number of participating parties is three. Thus, our work is orthogonal to Sharemind and
other secret sharing based schemes.

2.1 Privacy-Preserving Data Mining
Agrawal and Srikant [10], Lindell and Pinkas [11] were
the first to introduce the notion of privacy-preserving
under data mining applications. The existing PPDM techniques can broadly be classified into two categories: (i)
data perturbation and (ii) data distribution. Agrawal and
Srikant [10] proposed the first data perturbation technique to build a decision-tree classifier, and many other
methods were proposed later (e.g., [12], [13], [14]). However, as mentioned earlier in Section 1, data perturbation
techniques cannot be applicable for semantically secure
encrypted data. Also, they do not produce accurate data
mining results due to the addition of statistical noises to
the data. On the other hand, Lindell and Pinkas [11] proposed the first decision tree classifier under the two-party
setting assuming the data were distributed between them.
Since then much work has been published using SMC
techniques (e.g., [15], [16], [17]). We claim that the PPkNN
problem cannot be solved using the data distribution
techniques since the data in our case is encrypted and not
distributed in plaintext among multiple parties. For the
same reasons, we also do not consider secure k-NN methods in which the data are distributed between two parties
(e.g., [18]).
2.2 Query Processing over Encrypted Data
Various techniques related to query processing over
encrypted data have been proposed, e.g., [19], [20], [21].
However, we observe that PPkNN is a more complex problem than the execution of simple kNN queries over
encrypted data [22], [23]. For one, the intermediate k-nearest
neighbors in the classification process, should not be disclosed to the cloud or any users. We emphasize that the
recent method in [23] reveals the k-nearest neighbors to the
user. Second, even if we know the k-nearest neighbors, it is
still very difficult to find the majority class label among
these neighbors since they are encrypted at the first place to
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prevent the cloud from learning sensitive information.
Third, the existing work did not addressed the access pattern issue which is a crucial privacy requirement from the
user’s perspective.
In our most recent work [24], we proposed a novel
secure k-nearest neighbor query protocol over encrypted
data that protects data confidentiality, user’s query privacy, and hides data access patterns. However, as mentioned above, PPkNN is a more complex problem and it
cannot be solved directly using the existing secure k-nearest neighbor techniques over encrypted data. Therefore,
in this paper, we extend our previous work in [24] and
provide a new solution to the PPkNN classifier problem
over encrypted data.
More specifically, this paper is different from our preliminary work [24] in the following four aspects. First, in
this paper, we introduced new security primitives,
namely secure minimum (SMIN), secure minimum out of
n numbers (SMINn ), secure frequency (SF), and proposed
new solutions for them. Second, the work in [24] did not
provide any formal security analysis of the underlying
sub-protocols. On the other hand, this paper provides formal security proofs of the underlying sub-protocols as
well as the PPkNN protocol under the semi-honest model.
Additionally, we discuss various techniques through
which the proposed PPkNN protocol can possibly be
extended to a protocol that is secure under the malicious
setting. Third, our preliminary work in [24] addresses
only secure kNN query which is similar to Stage 1 of
PPkNN. However, Stage 2 in PPkNN is entirely new.
Finally, our empirical analyses in Section 6 are based on a
real dataset whereas the results in [24] are based on a
simulated dataset. Furthermore, new experimental results
are included in this paper.

2.3 Threat Model
We adopt the security definitions in the literature of secure
multi-party computation [25], [26], and there are three common adversarial models under SMC: semi-honest, covert
and malicious. In this paper, to develop secure and efficient
protocols, we assume that parties are semi-honest. Briefly,
the following definition captures the properties of a secure
protocol under the semi-honest model [27], [28].
Definition 1. Let ai be the input of party Pi , Pi ðpÞ be Pi ’s execution image of the protocol p and bi be the output for party Pi
computed from p. Then, p is secure if Pi ðpÞ can be simulated
from ai and bi such that distribution of the simulated image is
computationally indistinguishable from Pi ðpÞ.
In the above definition, an execution image generally
includes the input, the output and the messages communicated during an execution of a protocol. To prove a protocol
is secure under semi-honest model, we generally need to
show that the execution image of a protocol does not leak
any information regarding the private inputs of participating parties [28].

2.4 Paillier Cryptosystem
The Paillier cryptosystem is an additive homomorphic and
probabilistic public-key encryption scheme whose security
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is based on the Decisional Composite Residuosity Assumption [4]. Let Epk be the encryption function with public key
pk given by (N; g), where N is a product of two large primes
of similar bit length and g is a generator in ZN 2 . Also, let Dsk
be the decryption function with secret key sk. For any given
two plaintexts a; b 2 ZN , the Paillier encryption scheme
exhibits the following properties:
(1)

Homomorphic addition.
Dsk ðEpk ða þ bÞÞ ¼ Dsk ðEpk ðaÞ  Epk ðbÞmod N 2 Þ:

(2)

Homomorphic multiplication.
Dsk ðEpk ða  bÞÞ ¼ Dsk ðEpk ðaÞb mod N 2 Þ:

Semantic security. The encryption scheme is semantically secure[28], [29]. Briefly, given a set of ciphertexts, an adversary cannot deduce any additional
information about the plaintext(s).
For succinctness, we drop the mod N 2 term during homomorphic operations in the rest of this paper.
(3)

3

PRIVACY-PRESERVING PRIMITIVES

Here we present a set of generic sub-protocols that will
be used in constructing our proposed k-NN protocol in
Section 5. All of the below protocols are considered under
two-party semi-honest setting. In particular, we assume
the existence of two semi-honest parties P1 and P2 such
that the Paillier’s secret key sk is known only to P2
whereas pk is public.








Secure multiplication (SM). This protocol considers P1
with input ðEpk ðaÞ; Epk ðbÞÞ and outputs Epk ða  bÞ to
P1 , where a and b are not known to P1 and P2 . During this process, no information regarding a and b is
revealed to P1 and P2 .
Secure squared euclidean distance (SSED). In this protocol, P1 with input ðEpk ðXÞ; Epk ðY ÞÞ and P2 with sk
securely compute the encryption of squared euclidean distance between vectors X and Y . Here X and
Y are m dimensional vectors where Epk ðXÞ ¼
hEpk ðx1 Þ; . . . ; Epk ðxm Þi and Epk ðY Þ ¼ hEpk ðy1 Þ; . . . ;
Epk ðym Þi. The output Epk ðjX  Y j2 Þ will be known
only to P1 .
Secure bit-decomposition (SBD). Here P1 with input
Epk ðzÞ and P2 securely compute the encryptions of
the individual bits of z, where 0  z < 2l . The output
½z ¼ hEpk ðz1 Þ; . . . ; Epk ðzl Þi is known only to P1 . Here
z1 and zl are the most and least significant bits of
integer z, respectively.
Secure minimum. In this protocol, P1 holds private
input ðu0 ; v0 Þ and P2 holds sk, where u0 ¼ ð½u;
Epk ðsu ÞÞ and v0 ¼ ð½v; Epk ðsv ÞÞ. Here su (resp., sv )
denotes the secret associated with u (resp., v). The
goal of SMIN is for P1 and P2 to jointly compute the
encryptions of the individual bits of minimum number between u and v. In addition, they compute
Epk ðsminðu;vÞ Þ. That is, the output is ð½minðu; vÞ;
Epk ðsminðu;vÞ ÞÞ which will be known only to P1 .
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During this protocol, no information regarding the
contents of u; v; su ; and sv is revealed to P1 and P2 .
 Secure minimum out of n numbers. In this protocol, we
consider P1 with n encrypted vectors ð½d1 ; . . . ; ½dn Þ
along with their respective encrypted secrets and P2
with sk. Here ½di  ¼ hEpk ðdi;1 Þ; . . . ; Epk ðdi;l Þi where
di;1 and di;l are the most and least significant bits
of integer di respectively, for 1  i  n. The secret
of di is given by sdi . P1 and P2 jointly compute
½minðd1 ; . . . ; dn Þ. In addition, they compute
Epk ðsminðd1 ;...;dn Þ Þ. At the end of this protocol, the output ð½minðd1 ; . . . ; dn Þ; Epk ðsminðd1 ;...;dn Þ ÞÞ is known
only to P1 . During SMINn , no information regarding
any of di ’s and their secrets is revealed to P1 and P2 .
 Secure Bit-OR (SBOR). P1 with input ðEpk ðo1 Þ;
Epk ðo2 ÞÞ and P2 securely compute Epk ðo1 _ o2 Þ, where
o1 and o2 are 2 bits. The output Epk ðo1 _ o2 Þ is known
only to P1 .
 Secure frequency. Here P1 with private input
ðhEpk ðc1 Þ; . . . Epk ðcw Þi; hEpk ðc01 Þ; . . . ; Epk ðc0k ÞiÞ and P2
securely compute the encryption of the frequency of
cj , denoted by fðcj Þ, in the list hc01 ; . . . ; c0k i, for
1  j  w. Here we explicitly assume that cj ’s are
unique and c0i 2 fc1 ; . . . ; cw g, for 1  i  k. The output hEpk ðfðc1 ÞÞ; . . . ; Epk ðfðcw ÞÞi will be known only
to P1 . During the SF protocol, no information regarding c0i , cj , and fðcj Þ is revealed to P1 and P2 , for
1  i  k and 1  j  w.
Now we either propose a new solution or refer to the
most efficient known implementation to each of the
above protocols. First of all, efficient solutions to SM,
SSED, SBD and SBOR were discussed in [24]. Therefore,
in this paper, we discuss SMIN, SMINn , and SF problems in detail and propose new solutions to each one of
them.
Secure minimum. In this protocol, we assume that P1
holds private input ðu0 ; v0 Þ and P2 holds sk, where
u0 ¼ ð½u; Epk ðsu ÞÞ and v0 ¼ ð½v; Epk ðsv ÞÞ. Here su and sv
denote the secrets corresponding to u and v, respectively.
The main goal of SMIN is to securely compute the
encryptions of the individual bits of minðu; vÞ, denoted
by ½minðu; vÞ. Here ½u ¼ hEpk ðu1 Þ; . . . ; Epk ðul Þi and ½v ¼
hEpk ðv1 Þ; . . . ; Epk ðvl Þi, where u1 (resp., v1 ) and ul (resp., vl )
are the most and least significant bits of u (resp., v), respectively. In addition, they compute Epk ðsminðu;vÞ Þ, the encryption of the secret corresponding to the minimum value
between u and v. At the end of SMIN, the output
ð½minðu; vÞ; Epk ðsminðu;vÞ ÞÞ is known only to P1 .
We assume that 0  u; v < 2l and propose a novel
SMIN protocol. Our solution to SMIN is mainly motivated from the work of [24]. Precisely, the basic idea of
the proposed SMIN protocol is for P1 to randomly choose
the functionality F (by flipping a coin), where F is either
u > v or v > u, and to obliviously execute F with P2 .
Since F is randomly chosen and known only to P1 , the
result of the functionality F is oblivious to P2 . Based on
the comparison result and chosen F , P1 computes
½minðu; vÞ and Epk ðsminðu;vÞ Þ locally using homomorphic
properties.
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Algorithm 1. SMINðu0 ; v0 Þ ! ½minðu; vÞ; Epk ðsminðu;vÞ Þ
Require: P1 has u0 ¼ ð½u; Epk ðsu ÞÞ and v0 ¼ ð½v; Epk ðsv ÞÞ, where
0  u; v < 2l ; P2 has sk
1: P1 :
(a). Randomly choose the functionality F
(b). for i ¼ 1 to l do:
 Epk ðui  vi Þ
SMðEpk ðui Þ; Epk ðvi ÞÞ
 Ti
Epk ðui  vi Þ
ri
 Hi
Hi1
 Ti ; ri 2R ZN and H0 ¼ Epk ð0Þ
 Fi
Epk ð1Þ  Hi
 if F : u > v then:
 Wi
Epk ðui Þ  Epk ðui  vi ÞN1
 Gi
Epk ðvi  ui Þ  Epk ð^
ri Þ; r^i 2R ZN
else
 Wi
Epk ðvi Þ  Epk ðui  vi ÞN1
 Gi
Epk ðu0 i  vi Þ  Epk ð^
ri Þ; r^i 2R ZN
r
 Li
Wi  Fi i ; r0i 2R ZN
(c). if F : u > v then: d
Epk ðsv  su Þ  Epk ðrÞ
else d
Epk ðsu  sv Þ  Epk ðrÞ, where r 2R ZN
(d). G0
p1 ðGÞ and L0
p2 ðLÞ
(e). Send d; G0 and L0 to P2
2: P2 :
(a). Receive d; G0 and L0 from P1
(b). Decryption: Mi
Dsk ðL0i Þ, for 1  i  l
(c). if 9 j such that Mj ¼ 1 then a
1
else a
0
(d). if a ¼ 0 then:
 Mi0
Epk ð0Þ, for 1  i  l
 d0
Epk ð0Þ
else
 Mi0
G0i  rN , where r 2R ZN and is different for
1il
 d0
d  rN
d , where rd 2R ZN
(e). Send M 0 ; Epk ðaÞ and d0 to P1
3: P1 :
(a). Receive M 0 ; Epk ðaÞ and d0 from P2
0
e
(b). M
p1
d0  Epk ðaÞNr
1 ðM Þ and u
e i  Epk ðaÞN^ri , for 1  i  l
(c). i
M
(d). if F : u > v then:
 Epk ðsminðu;vÞ Þ
Epk ðsu Þ  u
 Epk ðminðu; vÞi Þ
Epk ðui Þ  i , for 1  i  l
else
 Epk ðsminðu;vÞ Þ
Epk ðsv Þ  u
 Epk ðminðu; vÞi Þ
Epk ðvi Þ  i , for 1  i  l

The overall steps involved in the SMIN protocol are
shown in Algorithm 1. To start with, P1 initially chooses the
functionality F as either u > v or v > u randomly. Then,
using the SM protocol, P1 computes Epk ðui  vi Þ with the
help of P2 , for 1  i  l. After this, the protocol has the following key steps, performed by P1 locally, for 1  i  l:




Compute the encrypted bit-wise XOR between the
bits ui and vi using the following formulation1
Ti ¼ Epk ðui Þ  Epk ðvi Þ  Epk ðui  vi ÞN2
Compute an encrypted vector H by preserving the
first occurrence of Epk ð1Þ (if there exists one) in T by
initializing H0 ¼ Epk ð0Þ. The rest of the entries of H
ri
are computed as Hi ¼ Hi1
 Ti . We emphasize that

1. In general, for any two given bits o1 and o2 , the property
o1  o2 ¼ o1 þ o2  2ðo1  o2 Þ always holds.
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at most one of the entry in H is Epk ð1Þ and the
remaining entries are encryptions of either 0 or a random number.
 Then, P1 computes Fi ¼ Epk ð1Þ  Hi . Note that
“1” is equivalent to “N  1” under ZN . From the
above discussions, it is clear that Fi ¼ Epk ð0Þ at most
once since Hi is equal to Epk ð1Þ at most once. Also, if
Fj ¼ Epk ð0Þ, then index j is the position at which the
bits of u and v differ first (starting from the most significant bit position).
Now, depending on F , P1 creates two encrypted vectors W
and G as follows, for 1  i  l:


TABLE 1
P1 Chooses F As v > u Where u ¼ 55 and v ¼ 58
Gi

½u ½v Wi
1
1
0
1
1
1

1
1
1
0
1
0

0
0
1
0
0
0

r
r
1 þ r
1þr
r
1þr

Gi Hi Fi Li
0
0
1
1
0
1

0
0
1
r
r
r

Gi ’

L0i Mi i mini

1 r 1 þ r r
1 r
r
r
0 1 1þr r
r r 1 þ r r
r r
r
1
r r
r
r

1
1
0
1
1
1

0
0
1
1
0
1

r
r
r
r
1
r

All column values are in encrypted form except Mi column. Also, r 2R ZN is
different for each row and column.

If F : u > v, compute

to compute the encryption of ith bit of minðu; vÞ, i.e.,
Epk ðminðu; vÞi Þ, for 1  i  l:

Wi ¼ Epk ðui  ð1  vi ÞÞ;

e i by computing
Remove the randomness from M
N^
ri
e
i ¼ Mi  Epk ðaÞ
 If F : u > v, compute Epk ðminðu; vÞi Þ ¼ Epk ðui Þ
i ¼ Epk ðui þ a  ðvi  ui ÞÞ. Otherwise, compute
Epk ðminðu; vÞi Þ ¼ Epk ðvi Þ  i ¼ Epk ðvi þ a  ðui  vi ÞÞ.
Also, depending on F , P1 computes Epk ðsminðu;vÞ Þ as follows. If F : u > v, P1 computes Epk ðsminðu;vÞ Þ ¼ Epk ðsu Þ  u,


ri Þ ¼ Epk ðvi  ui þ r^i Þ:
Gi ¼ Epk ðvi  ui Þ  Epk ð^
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If F : v > u, compute
Wi ¼ Epk ðvi  ð1  ui ÞÞ;
ri Þ ¼ Epk ðui  vi þ r^i Þ;
Gi ¼ Epk ðui  vi Þ  Epk ð^

where r^i is a random number (hereafter denoted by 2R ) in
ZN . The observation is that if F : u > v, then Wi ¼ Epk ð1Þ iff
ui > vi , and Wi ¼ Epk ð0Þ otherwise. Similarly, when
F : v > u, we have Wi ¼ Epk ð1Þ iff vi > ui , and Wi ¼ Epk ð0Þ
otherwise. Also, depending of F , Gi stores the encryption of
the randomized difference between ui and vi which will be
used in later computations.
After this, P1 computes L by combining F and W . More
r0

precisely, P1 computes Li ¼ Wi  Fi i , where r0i is a random
number in ZN . The observation here is if 9 an index j such
that Fj ¼ Epk ð0Þ, denoting the first flip in the bits of u and v,
then Wj stores the corresponding desired information, i.e.,
whether uj > vj or vj > uj in encrypted form. In addition,
depending on F , P1 computes the encryption of randomized difference between su and sv and stores it in d. Specifically, if F : u > v, then d ¼ Epk ðsv  su þ rÞ. Otherwise,
d ¼ Epk ðsu  sv þ rÞ, where r 2R ZN .
After this, P1 permutes the encrypted vectors G and L
using two random permutation functions p1 and p2 . Specifically, P1 computes G0 ¼ p1 ðGÞ and L0 ¼ p2 ðLÞ, and sends
them along with d to P2 . Upon receiving, P2 decrypts L0
component-wise to get Mi ¼ Dsk ðL0i Þ, for 1  i  l, and
checks for index j. That is, if Mj ¼ 1, then P2 sets a to 1, otherwise sets it to 0. In addition, P2 computes a new encrypted
vector M 0 depending on the value of a. Precisely, if a ¼ 0,
then Mi0 ¼ Epk ð0Þ, for 1  i  l. Here Epk ð0Þ is different for
each i. On the other hand, when a ¼ 1, P2 sets Mi0 to the rerandomized value of G0i . That is, Mi0 ¼ G0i  rN , where the
term rN comes from re-randomization and r 2R ZN should
be different for each i. Furthermore, P2 computes
d0 ¼ Epk ð0Þ if a ¼ 0. However, when a ¼ 1, P2 sets d0 to
d  rN
d , where rd is a random number in ZN . Then, P2 sends
M 0 ; Epk ðaÞ and d0 to P1 . After receiving M 0 ; Epk ðaÞ and d0 , P1
e ¼ p1 ðM 0 Þ.
computes the inverse permutation of M 0 as M
1
Then, P1 performs the following homomorphic operations

where u ¼ d0  Epk ðaÞNr . Otherwise, he/she computes
Epk ðsminðu;vÞ Þ ¼ Epk ðsv Þ  u.
In the SMIN protocol, one main observation (upon which
we can also justify the correctness of the final output) is that
if F : u > v, then minðu; vÞi ¼ ð1  aÞ  ui þ a  vi always
holds, for 1  i  l. On the other hand, if F : v > u, then
minðu; vÞi ¼ a  ui þ ð1  aÞ  vi always holds. Similar conclusions can be drawn for sminðu;vÞ . We emphasize that using
similar formulations one can also design a SMAX protocol
to compute ½maxðu; vÞ and Epk ðsmaxðu;vÞ Þ. Also, we stress
that there can be multiple secrets of u and v that can be fed
as input (in encrypted form) to SMIN and SMAX. For example, let s1u and s2u (resp., s1v and s2v ) be two secrets associated
with u (resp., v). Then the SMIN protocol takes
ð½u; Epk ðs1u Þ; Epk ðs2u ÞÞ and ð½v; Epk ðs1v Þ; Epk ðs2v ÞÞ as P1 ’s input
and outputs ½minðu; vÞ; Epk ðs1minðu;vÞ Þ and Epk ðs2minðu;vÞ Þ to P1 .
Example 2. For simplicity, consider that u ¼ 55, v ¼ 58, and
l ¼ 6. Suppose su and sv be the secrets associated with u
and v, respectively. Assume that P1 holds ð½55; Epk ðsu ÞÞ
ð½58; Epk ðsv ÞÞ. In addition, we assume that P1 ’s random
permutation functions are as given below. Without loss
of generality, suppose P1 chooses the functionality
F : v > u. Then, various intermediate results based on
the SMIN protocol are as shown in Table 1. Following
from Table 1, we observe that:
i

=

p1 ðiÞ
p2 ðiÞ

=
=





1
#
6
2

2
#
5
1

3
#
4
5

4
#
3
6

5
#
2
3

6
#
1
4

At most one of the entry in H is Epk ð1Þ, namely
H3 , and the remaining entries are encryptions of
either 0 or a random number in ZN .
Index j ¼ 3 is the first position at which the corresponding bits of u and v differ.
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F3 ¼ Epk ð0Þ since H3 is equal to Epk ð1Þ. Also, since
M5 ¼ 1, P2 sets a to 1.
 Epk ðsminðu;vÞ Þ ¼ Epk ða  su þ ð1  aÞ  sv Þ ¼ Epk ðsu Þ.
At the end, only P1 knows ½minðu; vÞ ¼ ½u ¼ ½55 and
Epk ðsminðu;vÞ Þ ¼ Epk ðsu Þ.
Secure minimum out of n numbers. Consider P1 with private input ð½d1 ; . . . ; ½dn Þ along with their encrypted secrets
and P2 with sk, where 0  di < 2l and ½di  ¼ hEpk ðdi;1 Þ;
. . . ; Epk ðdi;l Þi, for 1  i  n. Here the secret of di is denoted
by Epk ðsdi Þ, for 1  i  n. The main goal of the SMINn protocol is to compute ½minðd1 ; . . . ; dn Þ ¼ ½dmin  without revealing
any information about di ’s to P1 and P2 . In addition, they
compute the encryption of the secret corresponding to the
global minimum, denoted by Epk ðsdmin Þ. Here we construct
a new SMINn protocol by utilizing SMIN as the building
block. The proposed SMINn protocol is an iterative
approach and it computes the desired output in an hierarchical fashion. In each iteration, minimum between a pair of
values and the secret corresponding to the minimum value
are computed (in encrypted form) and fed as input to the
next iteration, thus, generating a binary execution tree in a
bottom-up fashion. At the end, only P1 knows the final
result ½dmin  and Epk ðsdmin Þ.
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Algorithm 2. SMINn ðð½d1 ; Epk ðsd1 ÞÞ; . . . ; ð½dn ; Epk ðsdn ÞÞÞ
! ð½dmin ; Epk ðsdmin ÞÞ
Require: P1 has ðð½d1 ; Epk ðsd1 ÞÞ; . . . ; ð½dn ; Epk ðsdn ÞÞÞ; P2 has sk
1: P1 :
(a). ½d0i 
½di  and s0i
Epk ðsdi Þ, for 1  i  n
(b). num
n
2: for i ¼ 1 to dlog2 ne: 
(a). for 1  j  num
2 :
 if i ¼ 1 then:
 ð½d02j1 ; s02j1 Þ
SMINðx; yÞ, where
0
0
x ¼ ð½d2j1 ; s2j1 Þ and y ¼ ð½d02j ; s02j Þ
 ½d02j 
0 and s02j
0
else
SMINðx; yÞ, where
 ð½d02iðj1Þþ1 ; s02iðj1Þþ1 Þ
0
0
x ¼ ð½d2iðj1Þþ1 ; s2iðj1Þþ1 Þ and y ¼ ð½d02ij1 ; s02ij1 Þ
 ½d02ij1
  0 and s02ij1
0
num
(b). num
2
½d01  and Epk ðsdmin Þ
s01
3: P1 : ½dmin 

The overall steps involved in the proposed SMINn protocol are highlighted in Algorithm 2. Initially, P1 assigns ½di 
and Epk ðsdi Þ to a temporary vector ½d0i  and variable s0i , for
1  i  n, respectively. Also, he/she creates a global variable num and initializes it to n, where num represents the
number of (non-zero) vectors involved in each iteration.
Since the SMINn protocol executes in a binary tree hierarchy
(bottom-up fashion), we have dlog2 ne iterations, and in each
iteration, the number of vectors involved varies. In the first
with
private
input
iteration
(i.e.,
i ¼ 1),
P1
ðð½d02j1 ; s02j1 Þ; ð½d02j ; s02j ÞÞ and P2 with sk involve in the
 
SMIN protocol, for 1  j  num
2 . At the end of the first iteration, only P1 knows ½minðd02j1 ; d02j Þ and s0minðd0 ;d0 Þ , and
2j1 2j
 
nothing is revealed to P2 , for 1  j  num
2 . Also, P1 stores
the result ½minðd02j1 ; d02j Þ and s0minðd0 ;d0 Þ in ½d02j1  and
2j1 2j

Fig. 1. Binary execution tree for n ¼ 6 based on SMINn .

s02j1 , respectively. In addition, P1 updates the values of
 
½d02j , s02j to 0 and num to num
2 , respectively.
During the ith iteration, only the non-zero vectors (along
with the corresponding encrypted secrets) are involved in
SMIN, for 2  i  dlog2 ne. For example, during the second
iteration (i.e., i ¼ 2), only ð½d01 ; s01 Þ; ð½d03 ; s03 Þ, and so on are
involved. Note that in each iteration, the
is revealed
 output

.
At
the
end of
only to P1 and num is updated to num
2
SMINn , P1 assigns the final encrypted binary vector of
global minimum value, i.e., ½minðd1 ; . . . ; dn Þ which is stored
in ½d01 , to ½dmin . Also, P1 assigns s01 to Epk ðsdmin Þ.
Example 3. Suppose P1 holds h½d1 ; . . . ; ½d6 i (i.e., n ¼ 6). For
simplicity, here we are assuming that there are no secrets
associated with di ’s. Then, based on the SMINn protocol,
the binary execution tree (in a bottom-up fashion) to
compute ½minðd1 ; . . . ; d6 Þ is shown in Fig. 1. Note that,
initially ½d0i  ¼ ½di .
Secure frequency. Let us consider a situation where P1
holds
private
input
ðhEpk ðc1 Þ; . . . ; Epk ðcw Þi; hEpk ðc01 Þ;
0
. . . ; Epk ðck ÞiÞ and P2 holds the secret key sk. The goal of the
SF protocol is to securely compute Epk ðfðcj ÞÞ, for 1  j  w.
Here fðcj Þ denotes the number of times element cj occurs
(i.e., frequency) in the list hc01 ; . . . ; c0k i. We explicitly assume
that c0i 2 fc1 ; . . . ; cw g, for 1  i  k.
The output hEpk ðfðc1 ÞÞ; . . . ; Epk ðfðcw ÞÞi is revealed only
to P1 . During the SF protocol, neither c0i nor cj is revealed to
P1 and P2 . Also, fðcj Þ is kept private from both P1 and P2 ,
for 1  i  k and 1  j  w.
The overall steps involved in the proposed SF protocol
are shown in Algorithm 3. To start with, P1 initially computes an encrypted vector Si such that Si;j ¼ Epk ðcj  c0i Þ, for
1  j  w. Then, P1 randomizes Si component-wise to get
0
¼ Epk ðri;j  ðcj  c0i ÞÞ, where ri;j is a random number in
Si;j
ZN . After this, for 1  i  k, P1 randomly permutes Si0 component-wise using a random permutation function pi
(known only to P1 ). The output Zi
pi ðSi0 Þ is sent to P2 .
Upon receiving, P2 decrypts Zi component-wise, computes
a vector ui and proceeds as follows:



If Dsk ðZi;j Þ ¼ 0, then ui;j is set to 1. Otherwise, ui;j is
set to 0.
The observation is, since c0i 2 fc1 ; . . . ; cw g, that
exactly one of the entries in vector Zi is an encryption of 0 and the rest are encryptions of random
numbers. This further implies that exactly one of the
decrypted values of Zi is 0 and the rest are random
numbers. Precisely, if ui;j ¼ 1, then c0i ¼ cp1 ðjÞ .
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Compute Ui;j ¼ Epk ðui;j Þ and send it to P1 , for
1  i  k and 1  j  w.
Then, P1 performs row-wise inverse permutation on it to get
for 1  i  k. Finally, P1 computes
Vi ¼ p1
i ðUi Þ,
Q
Epk ðcj Þ ¼ ki¼1 Vi;j locally, for 1  j  w.

Algorithm 3. SFðL; L0 Þ ! hEpk ðfðc1 ÞÞ; . . . ; Epk ðfðcw ÞÞi
Require: P1 has L ¼ hEpk ðc1 Þ; . . . ; Epk ðcw Þi, L0 ¼ hEpk ðc01 Þ; . . . ;
Epk ðc0k Þi and hp1 ; . . . ; pk i; P2 has sk
1: P1 :
(a). for i ¼ 1 to k do:
 Ti
Epk ðc0i ÞN1
 for j ¼ 1 to w do:
 Si;j
Epk ðcj Þ  Ti
0
 Si;j
Si;j ri;j , where ri;j 2R ZN
 Zi
pi ðSi0 Þ
(b). Send Z to P2
2: P2 :
(a). Receive Z from P1
(b). for i ¼ 1 to k do
 for j ¼ 1 to w do:
 if Dsk ðZi;j Þ ¼ 0 then ui;j
1
else ui;j
0
 Ui;j
Epk ðui;j Þ
(c). Send U to P1
3: P1 :
(a). Receive U from P2
(b). Vi
p1
for 1  i  k
i ðUi Þ,Q
k
(c). Epk ðfðcj ÞÞ
i¼1 Vi;j , for 1  j  w

4

SECURITY ANALYSIS OF PRIVACY-PRESERVING
PRIMITIVES UNDER THE SEMI-HONEST MODEL

First of all, we emphasize that the outputs in the above mentioned protocols are always in encrypted format, and are
known only to P1 . Also, all the intermediate results revealed
to P2 are either random or pseudo-random.
Since the proposed SMIN protocol (which is used as a
sub-routine in SMINn ) is more complex than other protocols
mentioned above and due to space limitations, we are motivated to provide its security proof rather than providing
proofs for each protocol. Therefore, here we only include a
formal security proof for the SMIN protocol based on the
standard simulation argument [28]. Nevertheless, we stress
that similar proof strategies can be used to show that other
protocols are secure under the semi-honest model. For completeness, we provided the security proofs for the other protocols in our technical report [5].

4.1 Proof of Security for SMIN
As mentioned in Section 2.3, to formally prove that SMIN is
secure [28] under the semi-honest model, we need to show
that the simulated image of SMIN is computationally indistinguishable from the actual execution image of SMIN.
An execution image generally includes the messages
exchanged and the information computed from these messages. Therefore, according to Algorithm 1, let the execution
image of P2 be denoted by PP2 ðSMINÞ, given by
fhd; s þ r

mod Ni; hG0i ; mi

þ r^i mod

Ni; hL0i ; aig:
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Observe that s þ r mod N and mi þ r^i mod N are derived
upon decrypting d and G0i , for 1  i  l, respectively. Note
that the modulo operator is implicit in the decryption function. Also, P2 receives L0 from P1 and let a denote the (oblivious) comparison result computed from L0 . Without loss of
generality, suppose the simulated image of P2 be
PSP2 ðSMINÞ, given by
fhd ; r i; hs01;i ; s02;i i; hs03;i ; a0 i j for 1  i  lg:
Here d ; s01;i and s03;i are randomly generated from ZN 2
whereas r and s02;i are randomly generated from ZN . In
addition, a0 denotes a random bit. Since Epk is a semantically secure encryption scheme with resulting ciphertext
size less than N 2 , d is computationally indistinguishable
from d . Similarly, G0i and L0i are computationally indistinguishable from s01;i and s03;i , respectively. Also, as r and r^i
are randomly generated from ZN , s þ r mod N and
mi þ r^i mod N are computationally indistinguishable from
r and s02;i , respectively. Furthermore, because the functionality is randomly chosen by P1 (at step 1(a) of Algorithm 1),
a is either 0 or 1 with equal probability. Thus, a is computationally indistinguishable from a0 . Combining all these
results together, we can conclude that PP2 ðSMINÞ is computationally indistinguishable from PSP2 ðSMINÞ based on Definition 1. This implies that during the execution of SMIN, P2
does not learn any information regarding u; v; su ; sv and the
actual comparison result. Intuitively speaking, the information P2 has during an execution of SMIN is either random
or pseudo-random, so this information does not disclose
anything regarding u; v; su and sv . Additionally, as F is
known only to P1 , the actual comparison result is oblivious
to P2 .
On the other hand, the execution image of P1 , denoted by
PP1 ðSMINÞ, is given by
PP1 ðSMINÞ ¼ fMi0 ; Epk ðaÞ; d0 j for 1  i  lg:
Mi0 and d0 are encrypted values, which are random in ZN 2 ,
received from P2 (at step 3(a) of Algorithm 1). Let the simulated image of P1 be PSP1 ðSMINÞ, where
PSP1 ðSMINÞ ¼ fs04;i ; b0 ; b00 j for 1  i  lg:
The values s04;i ; b0 and b00 are randomly generated from ZN 2 .
Since Epk is a semantically secure encryption scheme with
resulting ciphertext size less than N 2 , it implies that
Mi0 ; Epk ðaÞ and d0 are computationally indistinguishable
from s04;i ; b0 and b00 , respectively. Therefore, PP1 ðSMINÞ is
computationally indistinguishable from PSP1 ðSMINÞ based
on Definition 1. As a result, P1 cannot learn any information
regarding u; v; su ; sv and the comparison result during the
execution of SMIN. Putting everything together, we claim
that the proposed SMIN protocol is secure under the semihonest model (according to Definition 1).

5

THE PROPOSED PPKNN PROTOCOL

In this section, we propose a novel privacy-preserving k-NN
classification protocol, denoted by PPkNN, which is
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constructed using the protocols discussed in Section 3 as
building blocks. As mentioned earlier, we assume that
Alice’s database consists of n records, denoted by
D ¼ ht1 ; . . . ; tn i, and m þ 1 attributes, where ti;j denotes the
jth attribute value of record ti . Initially, Alice encrypts her
database attribute-wise, that is, she computes Epk ðti;j Þ, for
1  i  n and 1  j  m þ 1, where column ðm þ 1Þ contains the class labels. Let the encrypted database be denoted
by D0 . We assume that Alice outsources D0 as well as the
future classification process to the cloud. Without loss of
generality, we assume that all attribute values and their
euclidean distances lie in ½0; 2l Þ. In addition, let w denote the
number of unique class labels in D.
In our problem setting, we assume the existence of two
non-colluding semi-honest cloud service providers, denoted
by C1 and C2 , which together form a federated cloud. Under
this setting, Alice outsources her encrypted database D0 to
C1 and the secret key sk to C2 . Here it is possible for the
data owner Alice to replace C2 with her private server.
However, if Alice has a private server, we can argue that
there is no need for data outsourcing from Alice’s point of
view. The main purpose of using C2 can be motivated by
the following two reasons. (i) With limited computing
resource and technical expertise, it is in the best interest of
Alice to completely outsource its data management and
operational tasks to a cloud. For example, Alice may want
to access her data and analytical results using a smart phone
or any device with very limited computing capability.
(ii) Suppose Bob wants to keep his input query and access
patterns private from Alice. In this case, if Alice uses a private server, then she has to perform computations assumed
by C2 under which the very purpose of outsourcing the
encrypted data to C1 is negated.
In general, whether Alice uses a private server or cloud
service provider C2 actually depends on her resources. In
particular to our problem setting, we prefer to use C2 as this
avoids the above mentioned disadvantages (i.e., in case of
Alice using a private server) altogether. In our solution,
after outsourcing encrypted data to the cloud, Alice does
not participate in any future computations.
The goal of the PPkNN protocol is to classify users’
query records using D0 in a privacy-preserving manner.
Consider an authorized user Bob who wants to classify
his query record q ¼ hq1 ; . . . ; qm i based on D0 in C1 . The
proposed PPkNN protocol mainly consists of the following two stages:




Stage 1—Secure Retrieval of k-Nearest Neighbors
(SRkNN). In this stage, Bob initially sends his query
q (in encrypted form) to C1 . After this, C1 and C2
involve in a set of sub-protocols to securely retrieve
(in encrypted form) the class labels corresponding to
the k-nearest neighbors of the input query q. At the
end of this step, encrypted class labels of k-nearest
neighbors are known only to C1 .
Stage 2—Secure Computation of Majority Class
(SCMCk ). Following from Stage 1, C1 and C2 jointly
compute the class label with a majority voting
among the k-nearest neighbors of q. At the end of
this step, only Bob knows the class label corresponding to his input query record q.
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The main steps involved in the proposed PPkNN protocol are as shown in Algorithm 4. We now explain each of
the two stages in PPkNN in detail.

Algorithm 4. PPkNNðD0 ; qÞ ! cq
Require: C1 has D0 and p; C2 has sk; Bob has q
1: Bob:
(a). Compute Epk ðqj Þ, for 1  j  m
(b). Send Epk ðqÞ ¼ hEpk ðq1 Þ; . . . ; Epk ðqm Þi to C1
2: C1 and C2 :
(a). C1 receives Epk ðqÞ from Bob
(b). for i ¼ 1 to n do:
 Epk ðdi Þ
SSEDðEpk ðqÞ; Epk ðti ÞÞ
 ½di 
SBDðEpk ðdi ÞÞ
3: for s ¼ 1 to k do:
(a). C1 and C2 :
 ð½dmin ; Epk ðIÞ; Epk ðc0 ÞÞ
SMINn ðu1 ; . . . ; un Þ, where
ui ¼ ð½di ; Epk ðIti Þ; Epk ðti;mþ1 ÞÞ
 Epk ðc0s Þ
Epk ðc0 Þ
(b). C1 :
 D
Epk ðIÞN1
 for i ¼ 1 to n do:
 ti
Epk ðiÞ  D
r
 t 0i
t i i , where ri 2R ZN
0
 b
pðt Þ; send b to C2
(c). C2 :
 b0i
Dsk ðbi Þ, for 1  i  n
 Compute U 0 , for 1  i  n:
 if b0i ¼ 0, then Ui0 ¼ Epk ð1Þ
 otherwise, Ui0 ¼ Epk ð0Þ
Send U 0 to C1
(d). C1 : V
p1 ðU 0 Þ
(e). C1 and C2 , for 1  i  n and 1  g  l:
 Epk ðdi;g Þ
SBORðVi ; Epk ðdi;g ÞÞ
4: SCMCk ðEpk ðc01 Þ; . . . ; Epk ðc0k ÞÞ

5.1 Stage 1: Secure Retrieval of k-Nearest
Neighbors
During Stage 1, Bob initially encrypts his query q attributewise, that is, he computes Epk ðqÞ ¼ hEpk ðq1 Þ; . . . ; Epk ðqm Þi
and sends it to C1 . The main steps involved in Stage 1 are
shown as steps 1 to 3 in Algorithm 4. Upon receiving Epk ðqÞ,
C1 with private input ðEpk ðqÞ; Epk ðti ÞÞ and C2 with the secret
key sk jointly involve in the SSED protocol. Here
Epk ðti Þ ¼ hEpk ðti;1 Þ; . . . ; Epk ðti;m Þi, for 1  i  n. The output
of this step, denoted by Epk ðdi Þ, is the encryption of squared
euclidean distance between q and ti , i.e., di ¼ jq  ti j2 . As
mentioned earlier, Epk ðdi Þ is known only to C1 , for
1  i  n. We emphasize that the computation of exact
euclidean distance between encrypted vectors is hard to
achieve as it involves square root. However, in our problem,
it is sufficient to compare the squared euclidean distances as
it preserves relative ordering. Then, C1 with input Epk ðdi Þ
and C2 securely compute the encryptions of the individual
bits of di using the SBD protocol. Note that the output
½di  ¼ hEpk ðdi;1 Þ; . . . ; Epk ðdi;l Þi is known only to C1 , where di;1
and di;l are the most and least significant bits of di , for
1  i  n, respectively.
After this, C1 and C2 compute the encryptions of class
labels corresponding to the k-nearest neighbors of q in an
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iterative manner. More specifically, they compute Epk ðc01 Þ in
the first iteration, Epk ðc02 Þ in the second iteration, and so on.
Here c0s denotes the class label of sth nearest neighbor to q,
for 1  s  k. At the end of k iterations, only C1 knows
hEpk ðc01 Þ; . . . ; Epk ðc0k Þi. To start with, consider the first iteration. C1 and C2 jointly compute the encryptions of the individual bits of the minimum value among d1 ; . . . ; dn and
encryptions of the location and class label corresponding to
dmin using the SMINn protocol. That is, C1 with input
ðu1 ; . . . ; un Þ and C2 with sk compute ð½dmin ; Epk ðIÞ; Epk ðc0 ÞÞ,
where ui ¼ ð½di ; Epk ðIti Þ; Epk ðti;mþ1 ÞÞ, for 1  i  n. Here
dmin denotes the minimum value among d1 ; . . . ; dn ; Iti and
ti;mþ1 denote the unique identifier and class label corresponding to the data record ti , respectively. Specifically,
ðIti ; ti;mþ1 Þ is the secret information associated with ti . For
simplicity, this paper assumes Iti ¼ i. In the output, I and c0
denote the index and class label corresponding to dmin . The
output ð½dmin ; Epk ðIÞ; Epk ðc0 ÞÞ is known only to C1 . Now, C1
performs the following operations locally:
Assign Epk ðc0 Þ to Epk ðc01 Þ. Remember that, according
to the SMINn protocol, c0 is equivalent to the class
label of the data record that corresponds to dmin .
Thus, it is same as the class label of the most nearest
neighbor to q.
 Compute the encryption of difference between I and
i, where 1  i  n. That is, C1 computes t i ¼ Epk ðiÞ
Epk ðIÞN1 ¼ Epk ði  IÞ, for 1  i  n.
r
 Randomize ti to get t 0i ¼ t i i ¼ Epk ðri  ði  IÞÞ,
where ri is a random number in ZN . Note that t 0i is
an encryption of either 0 or a random number, for
1  i  n. Also, it is worth noting that exactly one of
the entries in t 0 is an encryption of 0 (which happens
iff i ¼ I) and the rest are encryptions of random
numbers. Permute t 0 using a random permutation
function p (known only to C1 ) to get b ¼ pðt 0 Þ and
send it to C2 .
Upon receiving b, C2 decrypts it component-wise to get
b0i ¼ Dsk ðbi Þ, for 1  i  n. After this, he/she computes an
encrypted vector U 0 of length n such that Ui0 ¼ Epk ð1Þ if
b0i ¼ 0, and Epk ð0Þ otherwise. Since exactly one of entries in
t 0 is an encryption of 0, this further implies that exactly one
of the entries in U 0 is an encryption of 1 and the rest of them
are encryptions of 0’s. It is important to note that if b0k ¼ 0,
then p1 ðkÞ is the index of the data record that corresponds
to dmin . Then, C2 sends U 0 to C1 . After receiving U 0 , C1 performs inverse permutation on it to get V ¼ p1 ðU 0 Þ. Note
that exactly one of the entries in V is Epk ð1Þ and the remaining are encryptions of 0’s. In addition, if Vi ¼ Epk ð1Þ, then ti
is the most nearest tuple to q. However, C1 and C2 do not
know which entry in V corresponds to Epk ð1Þ.
Finally, C1 updates the distance vectors ½di  due to the following reason:




It is important to note that the first nearest tuple to q
should be obliviously excluded from further computations. However, since C1 does not know the record
corresponding to Epk ðc01 Þ, we need to obliviously
eliminate the possibility of choosing this record
again in next iterations. For this, C1 obliviously
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updates the distance corresponding to Epk ðc01 Þ to the
maximum value, i.e., 2l  1. More specifically, C1
updates the distance vectors with the help of C2
using the SBOR protocol as below, for 1  i  n and
1gl


Epk ðdi;g Þ ¼ SBOR Vi ; Epk ðdi;g Þ :
Note that when Vi ¼ Epk ð1Þ, the corresponding distance vector di is set to the maximum value. That is,
under this case, ½di  ¼ hEpk ð1Þ; . . . ; Epk ð1Þi. On the
other hand, when Vi ¼ Epk ð0Þ, the OR operation has
no effect on the corresponding encrypted distance
vector.
The above process is repeated until k iterations, and in
each iteration ½di  corresponding to the current chosen label
is set to the maximum value. However, C1 and C2 does
not know which ½di  is updated. In iteration s, Epk ðc0s Þ is
known only to C1 . At the end of Stage 1, C1 has
hEpk ðc01 Þ; . . . ; Epk ðc0k Þi, the list of encrypted class labels of
k-nearest neighbors to the query q.

5.2 Stage 2: Secure Computation of Majority Class
Without loss of generality, let us assume that Alice’s dataset
D consists of w unique class labels denoted by c ¼
hc1 ; . . . ; cw i. We assume that Alice outsources her list of
encrypted classes to C1 . That is, Alice outsources
hEpk ðc1 Þ; . . . ; Epk ðcw Þi to C1 along with her encrypted database D0 during the data outsourcing step. Note that, for
security reasons, Alice may add dummy categories into the
list to protect the number of class labels, i.e., w from C1 and
C2 . However, for simplicity, we assume that Alice does not
add any dummy categories to c.
During Stage 2, C1 with private inputs L ¼ hEpk ðc1 Þ; . . . ;
Epk ðcw Þi and L0 ¼ hEpk ðc01 Þ; . . . ; Epk ðc0k Þi, and C2 with sk
securely compute Epk ðcq Þ. Here cq denotes the majority class
label among c01 ; . . . ; c0k . At the end of stage 2, only Bob knows
the class label cq .
Algorithm 5. SCMCk ðEpk ðc01 Þ; . . . ; Epk ðc0k ÞÞ ! cq
Require: hEpk ðc1 Þ; . . . ; Epk ðcw Þi, hEpk ðc01 Þ; . . . ; Epk ðc0k Þi are known
only to C1 ; sk is known only to C2
1: C1 and C2 :
(a). hEpk ðfðc1 ÞÞ; . . . ; Epk ðfðcw ÞÞi
SFðL; L0 Þ, where
0
L ¼ hEpk ðc1 Þ; . . . ; Epk ðcw Þi, L ¼ hEpk ðc01 Þ; . . . ; Epk ðc0k Þi
(b). for i ¼ 1 to w do:
SBDðEpk ðfðci ÞÞÞ
 ½fðci Þ
(c). ð½fmax ; Epk ðcq ÞÞ
SMAXw ðc1 ; . . . ; cw Þ, where
ci ¼ ð½fðci Þ; Epk ðci ÞÞ, for 1  i  w
2: C1 :
(a). g q
Epk ðcq Þ  Epk ðrq Þ, where rq 2R ZN
(b). Send g q to C2 and rq to Bob
3: C2 :
(a). Receive g q from C1
(b). g 0q
Dsk ðg q Þ; send g 0q to Bob
4: Bob:
(a). Receive rq from C1 and g 0q from C2
(b). cq
g 0q  rq mod N

The overall steps involved in Stage 2 are shown in
Algorithm 5. To start with, C1 and C2 jointly compute the
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encrypted frequencies of each class label using the k-nearest
set as input. That is, they compute Epk ðfðci ÞÞ using ðL; L0 Þ
as C1 ’s input to the secure frequency (SF) protocol, for
1  i  w. The output hEpk ðfðc1 ÞÞ; . . . ; Epk ðfðcw ÞÞi is known
only to C1 . Then, C1 with Epk ðfðci ÞÞ and C2 with sk involve
in the secure bit-decomposition protocol to compute ½fðci Þ,
that is, vector of encryptions of the individual bits of fðci Þ,
for 1  i  w. After this, C1 and C2 jointly involve in the
SMAXw protocol. Briefly, SMAXw utilizes the sub-routine
SMAX to eventually compute ð½fmax ; Epk ðcq ÞÞ in an iterative
fashion. Here ½fmax  ¼ ½maxðfðc1 Þ; . . . ; fðcw ÞÞ and cq denotes
the majority class out of L0 . At the end, the output
ð½fmax ; Epk ðcq ÞÞ is known only to C1 . After this, C1 computes
g q ¼ Epk ðcq þ rq Þ, where rq is a random number in ZN
known only to C1 . Then, C1 sends g q to C2 and rq to Bob.
Upon receiving g q , C2 decrypts it to get the randomized
majority class label g 0q ¼ Dsk ðg q Þ and sends it to Bob. Finally,
upon receiving rq from C1 and g 0q from C2 , Bob computes the
output class label corresponding to q as cq ¼ g 0q  rq mod N.

5.3

Security Analysis of PPkNN under the
Semi-Honest Model
First of all, we stress that due to the encryption of q and by
semantic security of the Paillier cryptosystem, Bob’s input
query q is protected from Alice, C1 and C2 in our PPkNN
protocol. Apart from guaranteeing query privacy, the goal
of PPkNN is to protect data confidentiality and hide data
access patterns.
In this paper, to prove a protocol’s security under the
semi-honest model, we adopted the well-known security
definitions from the literature of SMC. More specifically, as
mentioned in Section 2.3, we adopt the security proofs
based on the standard simulation paradigm [28]. For presentation purpose, we provide formal security proofs
(under the semi-honest model) for Stages 1 and 2 of PPkNN
separately. Note that the outputs returned by each sub-protocol are in encrypted form and known only to C1 .
5.3.1 Proof of Security for Stage 1
As mentioned earlier, the computations involved in Stage 1
of PPkNN are given as steps 1 to 3 in Algorithm 4. For simplicity, we consider the messages exchanged between C1
and C2 in a single iteration (similar analysis can be deduced
for other iterations).
According to Algorithm 4, the execution image of C2 is
given by PC2 ðPPkNNÞ ¼ fhbi ; b0i i j for 1  i  ng where bi is
an encrypted value which is random in ZN 2 . Also, b0i is
derived upon decrypting bi by C2 . Remember that, exactly
one of the entries in b0 is 0 and the rest are random numbers
in ZN . Without loss of generality, let the simulated image of
C2 be given PSC2 ðPPkNNÞ ¼ fha01;i ; a02;i i j for 1  i  ng. Here
a01;i is randomly generated from ZN 2 and the vector a02 is randomly generated in such a way that exactly one of the
entries is 0 and the rest are random numbers in ZN . Since
Epk is a semantically secure encryption scheme with resulting ciphertext size less than ZN 2 , we claim that bi is computationally indistinguishable from a01;i . In addition, since the
random permutation function p is known only to C1 , b0 is a
random vector of exactly one 0 and random numbers in ZN .

VOL. 27,

NO. 5,

MAY 2015

Thus, b0 is computationally indistinguishable from a02 . By
combining the above results, we can conclude that
PC2 ðPPkNNÞ is computationally indistinguishable from
PSC2 ðPPkNNÞ. This implies that C2 does not learn anything
during the execution of Stage 1.
On the other hand, the execution image of C1 is given by
PC1 ðPPkNNÞ ¼ fU 0 g where U 0 is an encrypted value sent by
C2 (at step 3(c) of Algorithm 4). Let the simulated image of
C1 in Stage 1 be PSC1 ðPPkNNÞ ¼ fa0 g. Here the value of a0 is
randomly generated from ZN 2 . Since Epk is a semantically
secure encryption scheme with resulting ciphertexts in ZN 2 ,
we claim that U 0 is computationally indistinguishable from
a0 . This implies that PC1 ðPPkNNÞ is computationally indistinguishable from PSC1 ðPPkNNÞ. Hence, C1 cannot learn
anything during the execution of Stage 1 in PPkNN. Combining all these results together, it is clear that Stage 1 is
secure under the semi-honest model.
In each iteration, it is worth pointing out that C1 and
C2 do not know which data record belongs to current
global minimum. Thus, data access patterns are protected
from both C1 and C2 . Informally speaking, at step 3(c) of
Algorithm 4, a component-wise decryption of b reveals
the tuple that satisfy the current global minimum distance
to C2 . However, due to the random permutation by C1 , C2
cannot trace back to the corresponding data record. Also,
note that decryption operations on vector b by C2 will
result in exactly one 0 and the rest of the results are random numbers in ZN . Similarly, since U 0 is an encrypted
vector, C1 cannot know which tuple corresponds to current global minimum distance.

5.3.2 Security Proof for Stage 2
In a similar fashion, we can formally prove that Stage 2 of
PPkNN is secure under the semi-honest model. Briefly,
since the sub-protocols SF, SBD, and SMAXw are secure, no
information is revealed to C2 . Also, the operations performed by C1 are entirely on encrypted data and thus no
information is revealed to C1 .
Furthermore, the output data of Stage 1 which are passed
as input to Stage 2 are in encrypted format. Therefore, the
sequential composition of the two stages lead to our PPkNN
protocol and we claim it to be secure under the semi-honest
model according to the Composition Theorem [28]. In particular, based on the above discussions, it is clear that the
proposed PPkNN protocol protects the confidentiality of
the data, the user’s input query, and also hides data access
patterns from Alice, C1 ; and C2 . Note that Alice does not
participate in any computations of PPkNN.
5.4 Security under the Malicious Model
The next step is to extend our PPkNN protocol into a secure
protocol under the malicious model. Under the malicious
model, an adversary (i.e., either C1 or C2 ) can arbitrarily
deviate from the protocol to gain some advantage (e.g.,
learning additional information about inputs) over the other
party. The deviations include, as an example, for C1 (acting
as a malicious adversary) to instantiate the PPkNN protocol
with modified inputs (say Epk ðq0 Þ and Epk ðt0i ÞÞ and to abort
the protocol after gaining partial information. However, in
PPkNN, it is worth pointing out that neither C1 nor C2
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Fig. 2. Computation costs of PPkNN for varying number of k nearest neighbors and encryption key size K.

knows the results of Stages 1 and 2. In addition, all the intermediate results are either random or pseudo-random values. Thus, even when an adversary modifies the
intermediate computations he/she cannot gain any additional information. Nevertheless, as mentioned above, the
adversary can change the intermediate data or perform
computations incorrectly before sending them to the honest
party which may eventually result in the wrong output.
Therefore, we need to ensure that all the computations performed and messages sent by each party are correct.
Remember that the main goal of SMC is to ensure the
honest parties to get the correct result and to protect their
private input data from the malicious parties. Therefore,
under the two-party SMC scenario, if both parties are malicious, there is no point to develop or adopt an SMC protocol
at the first place. In the literature of SMC [30], it is the norm
that at most one party can be malicious under the two-party
scenario. When only one of the party is malicious, the standard way of preventing the malicious party from misbehaving is to let the honest party validate the other party’s work
using zero-knowledge proofs [31]. However, checking the
validity of operations at each step of PPkNN can significantly increase the cost.
An alternative approach, as proposed in [32], is to instantiate two independent executions of the PPkNN protocol by
swapping the roles of the two parties in each execution. At
the end of the individual executions, each party receives the
output in encrypted form. This is followed by an equality
test on their outputs. More specifically, suppose Epk1 ðcq;1 Þ
and Epk2 ðcq;2 Þ be the outputs received by C1 and C2 respectively, where pk1 and pk2 are their respective public keys.
Note that the outputs in our case are in encrypted format
and the corresponding ciphertexts (resulted from the two
executions) are under two different public key domains.
Therefore, we stress that the equality test based on the additive homomorphic encryption properties which was used in
[32] is not applicable to our problem. Nevertheless, C1 and
C2 can perform the equality test based on the traditional
garbled-circuit technique [33].

5.5 Complexity Analysis
The total computation complexity of Stage 1 is bounded by
Oðn  ðl þ m þ k  l  log2 nÞÞ encryptions and exponentiations. On the other hand, the total computation complexity
of Stage 2 is bounded by Oðw  ðl þ k þ l  log2 wÞÞ encryptions and exponentiations. Due to space limitations, we
refer the reader to [5] for detailed complexity analysis of
PPkNN. In general, as w  n, the computation cost of Stage

1 should be significantly higher than that of Stage 2. This
observation is further justified by our empirical results
given in the next section.

6

EMPIRICAL RESULTS

In this section, we discuss some experiments demonstrating
the performance of our PPkNN protocol under different
parameter settings. We used the Paillier cryptosystem [4] as
the underlying additive homomorphic encryption scheme
and implemented the proposed PPkNN protocol in C. Various experiments were conducted on a Linux machine with
an Intel Xeon Six-Core CPU 3.07 GHz processor and 12 GB
RAM running Ubuntu 12.04 LTS. To the best of our knowledge, our work is the first effort to develop a secure k-NN
classifier under the semi-honest model. There is no existing
work to compare with our approach. Hence, we evaluate
the performance of our PPkNN protocol under different
parameter settings.

6.1 Dataset and Experimental Setup
For our experiments, we used the Car Evaluation dataset
from the UCI KDD archive [34]. It consists of 1,728 records
(i.e., n ¼ 1; 728) and six attributes (i.e., m ¼ 6). Also, there is
a separate class attribute and the dataset is categorized into
four different classes (i.e., w ¼ 4). We encrypted this dataset
attribute-wise, using the Paillier encryption whose key size
is varied in our experiments, and the encrypted data were
stored on our machine. Based on our PPkNN protocol, we
then executed a random query over this encrypted data. For
the rest of this section, we do not discuss about the performance of Alice since it is a one-time cost. Instead, we evaluate and analyze the performances of the two stages in
PPkNN separately.
6.2 Performance of PPkNN
We first evaluated the computation costs of Stage 1 in
PPkNN for varying number of k-nearest neighbors. Also,
the Paillier encryption key size K is either 512 or 1,024 bits.
The results are shown in Fig. 2a. For K ¼ 512 bits, the computation cost of Stage 1 varies from 9.98 to 46.16 minutes
when k is changed from 5 to 25, respectively. On the other
hand, when K ¼ 1;024 bits, the computation cost of Stage 1
varies from 66.97 to 309.98 minutes when k is changed from
5 to 25, respectively. In either case, we observed that the
cost of Stage 1 grows almost linearly with k. For any given
k, we identified that the cost of Stage 1 increases by almost a
factor of 7 whenever K is doubled. E.g., when k ¼ 10, Stage
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1 took 19.06 and 127.72 minutes to generate the encrypted
class labels of the 10 nearest neighbors under K ¼ 512 and
1024 bits, respectively. Moreover, when k ¼ 5, we observe
that around 66.29 percent of cost in Stage 1 is accounted due
to SMINn which is initiated k times in PPkNN (once in each
iteration). Also, the cost incurred due to SMINn increases
from 66.29 to 71.66 percent when k is increased from 5 to 25.
We now evaluate the computation costs of Stage 2 for
varying k and K. As shown in Fig. 2b, for K ¼ 512 bits, the
computation time for Stage 2 to generate the final class label
corresponding to the input query varies from 0.118 to 0.285
seconds when k is changed from 5 to 25. On the other hand,
for K ¼ 1; 024 bits, Stage 2 took 0.789 and 1.89 seconds
when k ¼ 5 and 25, respectively. The low computation costs
of Stage 2 were due to SMAXw which incurs significantly
less computations than SMINn in Stage 1. This further justifies our theoretical analysis in Section 5.5. Note that, in our
dataset, w ¼ 4 and n ¼ 1;728. Like in Stage 1, for any given
k, the computation time of Stage 2 increases by almost a factor of 7 whenever K is doubled. E.g., when k ¼ 10, the computation time of Stage 2 varies from 0.175 to 1.158 seconds
when the encryption key size K is changed from 512 to
1,024 bits. As shown in Fig. 2b, a similar analysis can be
observed for other values of k and K.
It is clear that the computation cost of Stage 1 is significantly higher than that of Stage 2 in PPkNN. Specifically,
we observed that the computation time of Stage 1 accounts
for at least 99 percent of the total time in PPkNN. For example, when k ¼ 10 and K ¼ 512 bits, the computation costs of
Stage 1 and 2 are 19.06 minutes and 0.175 seconds, respectively. Under this scenario, cost of Stage 1 is 99.98 percent of
the total cost of PPkNN. We also observed that the total
computation time of PPkNN grows almost linearly with n
and k.

6.3 Performance Improvement of PPkNN
We now discuss two different ways to boost the efficiency of
Stage 1 (as the performance of PPkNN depends primarily
on Stage 1) and empirically analyze their efficiency gains.
First, we observe that some of the computations in Stage 1
can be pre-computed. For example, encryptions of random
numbers, 0 and 10 s can be pre-computed (by the corresponding parties) in the offline phase. As a result, the online
computation cost of Stage 1 (denoted by SRkNNo ) is
expected to be improved. To see the actual efficiency gains
of such a strategy, we computed the costs of SRkNNo and
compared them with the costs of Stage 1 without an offline
phase (simply denoted by SRkNN) and the results for
K ¼ 1;024 bits are shown in Fig. 2c. Irrespective of the values of k, we observed that SRkNNo is around 33 percent
faster than SRkNN. E.g., when k ¼ 10, the computation
costs of SRkNNo and SRkNN are 84.47 and 127.72 minutes,
respectively (boosting the online running time of Stage 1 by
33.86 percent).
Our second approach to improve the performance of
Stage 1 is by using parallelism. Since operations on data
records are independent of one another, we claim that most
computations in Stage 1 can be parallelized. To empirically
evaluate this claim, we implemented a parallel version of
Stage 1 (denoted by SRkNNp ) using OpenMP programming
and compared its cost with the costs of SRkNN (i.e., the
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serial version of Stage 1). The results for K ¼ 1;024 bits are
shown in Fig. 2c. The computation cost of SRkNNp varies
from 12.02 to 55.5 minutes when k is changed from 5 to 25.
We observe that SRkNNp is almost six times more efficient
than SRkNN. This is because our machine has six cores and
thus computations can be run in parallel on six separate
threads. Based on the above discussions, it is clear that efficiency of Stage 1 can indeed be improved significantly using
parallelism.
On the other hand, Bob’s computation cost in PPkNN
is mainly due to the encryption of his input query. In our
dataset, Bob’s computation cost is 4 and 17 milliseconds
when K is 512 and 1,024 bits, respectively. It is apparent
that PPkNN is very efficient from Bob’s computational
perspective which is especially beneficial when he issues
queries from a resource-constrained device (such as
mobile phone and PDA).

6.3.1 A Note on Practicality
Our PPkNN protocol is not very efficient without utilizing
parallelization. However, ours is the first work to propose a
PPkNN solution that is secure under the semi-honest
model. Due to rising demands for data mining as a service
in cloud, we believe that our work will be very helpful to
the cloud community to stimulate further research along
that direction. Hopefully, more practical solutions to
PPkNN will be developed (either by optimizing our protocol or investigating alternative approaches) in the near
future.

7

CONCLUSIONS AND FUTURE WORK

To protect user privacy, various privacy-preserving classification techniques have been proposed over the past decade.
The existing techniques are not applicable to outsourced
database environments where the data resides in encrypted
form on a third-party server. This paper proposed a novel
privacy-preserving k-NN classification protocol over
encrypted data in the cloud. Our protocol protects the confidentiality of the data, user’s input query, and hides the data
access patterns. We also evaluated the performance of our
protocol under different parameter settings.
Since improving the efficiency of SMINn is an important
first step for improving the performance of our PPkNN protocol, we plan to investigate alternative and more efficient
solutions to the SMINn problem in our future work. Also,
we will investigate and extend our research to other classification algorithms.
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