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Abstract—To avoid data corruption, error correction codes (ECCs) are widely
used to protect memories. ECCs introduce a delay penalty in accessing the data
as encoding or decoding has to be performed. This limits the use of ECCs in
high-speed memories. This has led to the use of simple codes such as single error
correction double error detection (SEC-DED) codes. However, as technology
scales multiple cell upsets (MCUs) become more common and limit the use of
SEC-DED codes unless they are combined with interleaving. A similar issue
occurs in some types of memories like DRAM that are typically grouped in modules
composed of several devices. In those modules, the protection against a device
failure rather than isolated bit errors is also desirable. In those cases, one option is
to use more advanced ECCs that can correct multiple bit errors. The main
challenge is that those codes should minimize the delay and area penalty. Among
the codes that have been considered for memory protection are Reed-Solomon
(RS) codes. These codes are based on non-binary symbols and therefore can
correct multiple bit errors. In this paper, single symbol error correction codes based
on Reed-Solomon codes that can be implemented with low delay are proposed
and evaluated. The results show that they can be implemented with a substantially
lower delay than traditional single error correction RS codes.
Index Terms—Error correction codes, reed-solomon codes, DRAM memory
module, soft errors
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INTRODUCTION

DATA corruption caused by errors is a major issue in memories.
Errors can be caused for example by radiation induced soft errors
that affect one or more memory cells and change their values.
Other types of failures cause permanent damage such that the
device no longer provides correct data. To ensure that data is not
corrupted when failures occur, error correction codes (ECCs) are
widely used in memories [1].
ECCs add some additional parity check bits to each memory
word such that errors can be detected and corrected. These additional bits reduce the effective capacity of the memory. Other overheads introduced by the ECC are the encoding and decoding
circuitry. This circuitry has an impact also on the delay as the data
has to be encoded when writing into the memory and decoded
when reading from it. In most cases, the decoding is more complex
than the encoding and limits the speed of the ECC [2].
Traditionally single error correction double error detection
(SEC-DED) codes are used to protect memories [3]. These codes
have a minimum Hamming distance of four such that single bit
errors can be corrected while double errors are detected and not
miscorrected. SEC-DED codes can be implemented with a relatively low area and delay overhead and some optimizations have
been proposed in recent years [4], [5], [6]. Multiple bit errors are an
issue when SEC-DED codes are used. When multiple errors affect
cells that are physically close, as is the case of radiation induced
multiple cell upsets (MCUs) [7], SEC-DED codes can be combined
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with interleaving to ensure that the errors affect only 1 bit per logical word. That is also the case when an error causes the malfunction of a device in a memory module. In that case, the word is
divided in sub-blocks and an ECC is used for each of them. Then
the sub-blocks are interleaved in the devices such that in a device
there is only 1 bit of a given sub-block [8]. However, the use of
interleaving has an impact on the memory design and can increase
area and power [9]. For a memory module, the use of interleaving
increases the number of parity check bits required, as additional
bits are required per each of the sub-blocks. Finally, when multiple
errors are caused by independent error events, more powerful
ECCs are needed to ensure the correction of errors [10].
A wide number of multiple bit ECCs have been proposed to
protect memories. These include Bose-Chaudhuri-Hocquenghem
(BCH) [11], Euclidean Geometry [12], Difference Set [13], Orthogonal Latin Squares [14] and Reed-Solomon codes [15]. ReedSolomon (RS) codes have a distinct feature when compared with
the other codes: they are not binary. They use symbols from a
Galois Field such that each symbol is represented by multiple bits.
Therefore a SEC RS code can correct multiple bit errors as long as
they affect a single symbol [16]. This is very attractive for memory
modules as when the number of bits in the devices matches those
of the symbols in the RS code, failures in one device can be corrected. In fact, for this reason RS codes are commonly used to protect main memories in computer systems for space applications,
such as those described in [17], [18].
In general, the data that forms an RS codeword are considered
as polynomial coefficients with values belonging to the Galois
Field. The polynomial corresponding to a codeword is a multiple
of a specific polynomial, called generator polynomial g(x). Interested readers can refer to a classical textbook on error control codes
(e.g., [19]) for further details.
In the case of SEC RS codes, the codeword is composed by
appending two check symbols to a dataword of k symbols. To
define the SEC RS codes, usually the matrix representation is preferred, thus the symbols composing the codeword are vectors of
Galois Field elements. As for binary codes, a code is defined using
a matrix H, called parity check matrix. A codeword is a vector v,
such that Hv ¼ 0. The encoding process of a data vector d is performed starting from a generator matrix G, by computing Gd ¼ v,
which ensures that Hv ¼ 0. Since the SEC RS code is usually separable, the G matrix assumes the form G ¼ ½IPk , where Ik is a k  k
identity matrix and P is of dimension k  2.
As with other advanced ECCs one issue for the use of RS codes
in memories is the delay introduced by the decoding. In the case of
RS codes, several arithmetic operations in the Galois Field are
needed to encode or decode a block. This results in a much larger
delay than that of traditional SEC-DED codes. To mitigate the
impact on delay when using advanced ECCs, one option is to perform error detection first and only when errors are detected proceed to the correction phase [19]. As errors are rare, the average
delay will be close to that of the error free case, which is given by
the time required to perform error detection only. This is much
lower than the time needed for correction. However, even with
this modification delay can be large as the error detection time for
RS codes can be significant.
In this paper, modifications to traditional RS codes to reduce the
error detection delay are presented. This reduction would effectively reduce the delay to access the data when the mentioned
scheme of performing error detection first and proceeding to the
next phases of decoding only if there are errors is used. The proposed schemes are also implemented and compared with traditional RS codes. The results show that significant reductions in
delay can be achieved with the proposed modifications. The rest of
the paper is organized as follows. Section 2 describes SEC RS codes
analyzing in detail the decoder. In Section 3, the proposed SEC
codes based on RS codes are presented. Then in Section 4, the new
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codes are evaluated in terms of area and delay and compared with
existing SEC RS codes. Finally, the conclusions of this work are
summarized in Section 5.

2

SINGLE ERROR CORRECTION (SEC) REED SOLOMON
(RS) CODES

Reed Solomon codes are a subclass of non binary BCH codes
constructed with symbols from a Galois Field GF ðqÞ where q is
typically a power of two. For q ¼ 2m ; m bit symbols are used to
construct the code. An RS code has the following parameters:
maximum block length n ¼ q  1, number of parity check symbols n  k ¼ 2t and minimum distance dmin ¼ 2t þ 1. All those
parameters are expressed in terms of q-ary symbols. As a symbol has m bits, the maximum block length in bits is mðq  1Þ
and the number of parity check bits 2mt. When t ¼ 1, the minimum distance is three and therefore the code can correct single
symbol errors. These errors can affect multiple bits as long as
all of them belong to the same symbol. RS codes are commonly
expressed as RS(n, k, m). The parity check matrix for an RS
code is constructed as shown in equation (1) where a is a primitive element in GF(q):
2
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For a single error correction code only two parity check symbols
are needed and therefore the matrix is simply:

H¼

1 1
1 a

1
a2

1
a3




1

an1


:

(2)

The decoding of a SEC RS code starts with the computation of
the syndrome vector, which for a block r is simply:
s ¼ H  r:

(3)

The syndrome vector can be used to detect errors as follows.
When all the bits in the vector are zero, no error is detected. When
at least 1 bit is one, an error is detected and therefore error correction has to be performed.
The delay and complexity of syndrome computation depends
on the values of the parity check matrix. For example, for the first
row of (1) the calculation is simple as all values are ones while for
the second several multiplications are needed.
Assuming a single symbol error e in position i in the block, the
syndrome would be:



e
s¼
;
e  ai

(4)

therefore for a single symbol error if the second symbol of the
syndrome is divided by the first, the value ai is obtained. The
error is then located by finding the exponent of the quotient and
can be finally corrected by subtracting e from the ith symbol. Correction therefore requires one division and one logarithm operation. As the symbols are from GF ðqÞ, all operations are done over
that field. This means that the decoding becomes more complex
as q ¼ 2m grows.
From equations (2) and (4) it is easy to understand which is the
maximum block length of a SEC RS code. Suppose that we want to
add a further column in the form ½a1n  to the matrix in equation (2).
Since in the Galois Field GF ðqÞ an ¼ aq1 ¼ 1, an error in this column would produce the same syndrome of an error in the first
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column of the parity check matrix. This aliasing means that there
are uncorrectable errors when the codeword length exceeds n.
However, there is a well known extension of the SEC RS code
[19], to allow extending the maximum block length up to q þ 1
symbols. This can be done adding the columns ½01 and ½10 to the H
matrix, obtaining the following matrix:

H¼


1 1 1 1  1 1 0
:
2 3
n1
1 a a a  a
01

(5)

The columns of the H matrix are still linearly independent and
the decoding procedure must be modified to manage the cases in
which one of the syndromes is zero, that correspond to an error in
the last two codeword symbols.
In summary, the decoding of SEC RS codes requires a number
of complex operations over GF(q) especially for error correction
where division and logarithm need to be implemented. Syndrome
computation only requires multiplications and additions and its
delay depends on the values of each of the rows in the H matrix.
As discussed before, it is possible to reduce data access delay by
performing error detection first and proceed to correction only
when there are errors. In this case, data access delay will be limited
by the time needed to compute the syndrome.

3

PROPOSED CODES

In this section, two modified SEC RS codes are presented to reduce
the delay for encoding and for error detection. The first modification tries to optimize the parity check matrix to reduce the delay
for encoding and syndrome computation. The second combines
the first with an extension of the use of RS codes for a given a value
of q to enable longer block lengths. This reduces the encoding and
decoding delay further as the multiplications and other arithmetic
operations are done over a simpler Galois Field.

3.1

Optimizing Parity Check Matrix

As explained in the previous section, for a SEC-RS code, the computation of the parity check matrix is unbalanced. The multiplication of the first row of the matrix for a block r requires no
multiplications on the Galois Field while the second requires n  1
multiplications on the Galois Field. The first proposed modification
to RS codes tries to balance the complexity of both calculations.
This is done by using the following parity check matrix:

H¼


1 1 a2 1    aðn1Þ 1 0
;
1 a 1 a3   
01
1

(6)

and the corresponding parity generator matrix:
2
G ¼ 41 1
1 a

a2
1

Ik



3
aðn2Þ 5:
1

(7)

The matrix of equation (6) can be directly obtained from equation (5) multiplying the i-th columns, when i is even, for the value
ai . The modified code is still a SEC code as the columns are linearly independent. With this modifications the computation of each
of the check symbols during the encoding process, and of the syndrome symbols during the decoding process, requires the same
number of multiplications. This reduces the length of the critical
path and therefore lowers the delay.
The decoding for the proposed codes is similar to that of SEC
RS codes. Suppose to have an error of magnitude e in the ith
symbol. If the syndrome vector ½S0; S1  ¼ ½S0; 0, then i ¼ n  1
and e ¼ S0 . If ½S0; S1  ¼ ½0; S1 , then i ¼ n and e ¼ S1 . Otherwise,
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TABLE 1
Parameters of the Codes Evaluated

TABLE 2
Encoder and Syndrome Computation Delay

the syndrome vector will be ½S0; S1  ¼ ½e; eai  when i is even and
½S0; S1  ¼ ½eafig ; e when i is odd. Therefore, S1 =S0 ¼ ai for all
i < n  1 and we are able to compute the error location. Then
we can retrieve e ¼ S0 for even values of i, and e ¼ S1 for odd
values of i and correct the error. This process requires one division and one logarithm, the same as the decoding of traditional
SEC RS codes.

3.2

Extension to Longer Block Lengths

Another factor that impacts the delay of RS encoders and decoders
is the size of the Galois Field that is used to construct the code.
This is due to the increase of the complexity of the arithmetic operations for larger Galois Fields. As explained in the previous section, for a given GF(q) the maximum block size of a traditional RS
code is q  1 symbols. This limitation forces the use of larger
Galois Fields for large block sizes thus increasing the decoding
delay. This issue can be solved by using a modified SEC RS code
with the following H matrix:
2
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1
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1
1
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1
1

1
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1

1
1
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3
1 0 0
0 1 0 5:
0 0 1

(8)

With this modification, the block length can be up to 3ðq  1Þ
symbols. The additional row allows to discriminate between syndrome vectors that otherwise could have the same syndrome
value, as is shown in the following example:
Example. Suppose we have m ¼ 3 bits, and thus q ¼ 8 and n ¼ 7,
and suppose we have an error of magnitude e ¼ a6 in the first
a
symbol (the one corresponding to the H column ½11). The corre1
sponding syndrome would be s1 ¼ ½a6 . Now suppose to have
a6
an error of magnitude e ¼ 1 on the 17th symbol, that corre1
sponds to the H column ½a6 . In this case the syndrome vector
1
1
would be s2 ¼ ½a6 . We can see that the two syndromes differ
1
only on the third vector coordinate. This additional information allows to discriminate between syndromes that otherwise
would be identical.
The decoding is similar to the previous case. Suppose we have
an error of magnitude e in the ith symbol. If the syndrome vector
½S0; S1; S2  contains two zeros, the error is in the corresponding
check symbol. Otherwise, two syndrome symbols will have the
same value, corresponding to the error magnitude e. The third syndrome symbol (the one with a value different from the other two)
will have a value of e  aceilði=3Þ and therefore the error location can
be obtained. More precisely, if we denote Sa (with a ¼ 0, 1 or 2)
this syndrome symbol, the location i is i ¼ 3  ðlogðSa =eÞ  1Þ þ a.
The decoding takes again some comparisons, a division and a logarithm. The proposed codes have been validated using random
errors to ensure that all single symbol errors are corrected. The
encoder and decoder corresponding to the above presented codes
has been designed in VHDL and synthesized, and the results are
presented in the next section.

4

EVALUATION

In this section, the proposed modified RS codes are evaluated and
compared with existing RS codes. The application considered, similarly to the scenario of [17], [18] is the protection of memory modules with data widths of 64 or 128 bits commonly used in
computing to assume that the modules are built using 8bit memory
devices and the protection requirements are to be able to correct
any error that affects a single device [8]. For those configurations, a
straightforward solution would be to use a SEC RS code with 8 bit
symbols (i.e., m ¼ 8). For 64 bits, the code would be a SEC
RS (10, 8, 8) code and for 128 bits a SEC RS (18, 16, 8) code. In the
first case to reduce the decoding delay, one option is to use two
interleaved SEC RS (10, 8, 4) codes such that each device stores one
symbol from each of the codes. This ensures that errors affecting a
single device would cause at most a single symbol error in each
code and therefore the errors can be corrected. As discussed before
using 4 bit symbols simplifies the arithmetic operations and therefore lowers the delay.
For the modified codes, the first modification described in Section 3.1 will be denoted as SEC RSmod1 and the second modification
as SEC RSmod2 . In the case of the first modification, the same code
parameters as for the traditional SEC codes can be used. Those are,
for the 64 data bit module, a SEC RSmod1 (10, 8, 8) code or two interleaved SEC RSmod1 (10, 8, 4) codes and for the 128 data bit module a
SEC RSmod1 (18, 16, 8) code. The second modification enables the
use of two interleaved 4 bit symbols SEC RSmod2 (19, 16, 4) codes for
the 128 bits module. The parameters for the scenarios considered
are summarized in Table 1. It can be observed that for a given number of data bits the number of parity check bits is the same except
for the 2 interleaved SEC-RSmod2 (19, 16, 4) code. This means that
only the encoder and decoder need to be changed to use the proposed modifications.
To evaluate the delay and area of the different codes, they were
implemented in HDL and synthesized for a 45 nm library [20]. As
discussed before, error correction is more complex than error
detection and therefore delay can be reduced by performing error
detection first so that correction is done only when errors are
detected. This was the scheme used in the implementation. For this
implementation the delay in the error free case is given by that of
syndrome computation. The clock cycle duration is adjusted to
that speed. In case of error, the delay will be larger and is given in
the number of clock cycles required to correct the error. In some
cases, the error correction may also limit the speed even when
implemented in multiple clock cycles.
The delay and area results for the encoder and for the syndrome
computation block are presented in Tables 2 and 3. The delay is
given in nanoseconds and the area in mm2 . For the encoder it can
be observed that for 64 data bits the proposed modification provides savings of 6.25 percent when 8 bit symbols are used and of
16.13 percent for 4 bit symbols. For 128 bits, the reduction is
12.77 percent when the first modification is used and 31.91 percent
when the second one is used. The area of the 64 bits encoder is
slightly increased in case of m ¼ 8 (þ9%) and slightly decreased
when m ¼ 4, (–4.5%). For the 128 bits encoder, the area saving is
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TABLE 3
Encoder and Syndrome Computation Area

36 percent for 8 bits symbols, and 4 percent when the RS (19, 16, 4)
code is used.
For the 64 bits syndrome computation block, the delay saving is
12 percent when 8 bit symbols are used and of 10 percent for 4 bit
symbols. For the 128 bits syndrome calculation, the reduction is
12.5 percent when the modified RSmod1 (18, 16, 8) is used and 3 percent when RSmod2 (19, 16, 4) is used.
The area of the 64 bits syndrome computation increases by 11
and 2 percent for m ¼ 8 and m ¼ 4 respectively. Finally, the area of
the 128 bits syndrome computation block shows a 18 percent
reduction when the modified RSmod1 (18, 16, 8) is used and 2.5 percent reduction when RSmod2 (19, 16, 4) is used.
In summary, the proposed codes consistently reduce the encoding and syndrome computation delay. The larger reductions (over
30 percent) are obtained when the second modification is used as
for 128 bits the arithmetic operations are done over GF ð24 Þ rather
than over GF ð28 Þ.
For completeness, Tables 4 and 5 show the area and delay
parameters for the error correction block of the decoders. Since an
aggressive pipeline is used to maintain high speed, the area of both
the combinatorial and sequential parts of the circuit has been
reported. It can be seen that the use of 4 bits symbols, allows a big
area saving, since less pipeline stages are required. As for the speed
of the error correction block, the decoder with 4 bits symbols can be
always clocked at the maximum frequency given by the syndrome
computation block, and can provide the result of the error correction procedure after 4 clock cycles. In particular, the proposed
RSmod1 (10, 8, 4) achieves the best timing results for the 64 bits codeword, while the RSmod2 (19, 16, 4) outperforms the 8 bits symbol
based codes, both in terms of clock cycle delay and number of
cycles. In fact, all the 8 bits symbol codes require 10 clock cycles to
achieve high operating frequencies, and in the case of the SEC-RS
(10, 8, 8) and SEC-RSmod1 (10, 8, 8), they were unable to reach the
operating frequency of the syndrome computation block, thus limiting the maximum operating frequency of the whole decoder. In
any case, the SEC-RSmod1 (10, 8, 8) code outperforms the standard
RS (10, 8, 8) code with a delay of 0.39 ns compared to 0.43 ns.

5

CONCLUSIONS

In this paper, new codes based on modifications of single error correction Reed Solomon (SEC RS) codes have been proposed with the
objective of reducing delay. The codes have been implemented and
TABLE 4
Error Correction Block Area
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TABLE 5
Error Correction Block Delay

evaluated. The examples used for evaluation correspond to real
configurations commonly used in memory modules. For those, the
proposed codes enable significant delay reductions in encoding
and decoding delay. This makes the modified codes attractive for
high-speed memories. Future work will consider the evaluation of
the proposed codes to protect other types of memory like for examples caches.
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